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ABSTRACT

This study gauges the level of awareness, attitudes towards, and
perceptions of online privacy policies for Internet users in Egypt. It examines how
demographics as in age, gender, and education may affect the level of Internet
users’awareness, attitudes, and perceptions of online privacy issues. Further, it
surveys what personal information Internet users in Egypt perceive as private and
accept to share with web providers, search engines or third parties.

The theory of Communication Privacy Management (CPM), which was
developed by Sandra Petronio, poised that Internet users choose and manage the
usage of privacy policies and rules based on their cultural values, gender
differences, motivations, risks and related impact. This proposition is very
important for this research since it will assist in assessing the level of users’
awareness, attitudes towards, and perceptions of online privacy policies against
different variables such as gender, age, and education differences.

Keywords: online privacy, communication, social media networks, awareness,
attitudes, perceptions
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CHAPTER 1
Introduction
Information Technology has been advancing rapidly during the past two decades,
which in turn, has raised concerns about online privacy (Belanger and Crossler, 2011).
The Internet became one of the extremely important tools for dissemination of
information and socialization. It became a powerful platform to people’s social life and to
the economy throughout the world ("Consumer data privacy," 2012). It is currently used
differently by governments, academia, private parties, and industries. Egypt has adopted
several strategies aiming at increasing the diffusion of Internet from the year 2000 to
2011. This has been reflected in the drastic increase of Internet users in Egypt from 0.65
million in 2000 to reach 29 million users in 2011 (MCIT, 2014). The Ministry of
Communication and Information Technology (MCIT) of Egypt indicated that the number
of Egyptian Inernet users has reached 38.75 million with a 1.49% monthy growth rate
and 18.79% annual growth rate, in December 2013 (MCIT, 2014). The MCIT reports that
users who are between 25-74 years old constitute 45% of the market while 35% of users
are between 15-24 years old, and 20% are less than 15 years old.
From the social life perspective, the networked technologies offer easy,
convenient, and timeless means to socialize with others by easily connecting people and
challenging the geographical demographic barrier. Internet users exchange news, ideas,
advices, experiences, as well as share political discourse through the social network sites
(SNSs). It offers its users the power to share information about their lives, lifestyle and to
further express their feelings and thoughts about current and past issues. Nevertheless, the
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more users reveal information about themselves to socialize and enjoy SNSs services, the
more they risk their privacy (Margulis, 2011).

1.1 Privacy: Definition and Concept
The concept of privacy was simply defined back in the 19th century as the “right
to be let alone” (Joinson & Paine, 2007). The word “privacy” is defined as “the quality of
state of being apart from company or observation, freedom from unauthorized intrusion”
(Im, 2003). Traditionally, it is also defined and perceived as a “state of social
withdrawal” from people whom one does not wish to interact with (Palen & Dourish,
2003). Privacy is further defined as the right to make mistakes and formulate creative
different ideas without the risk of being exposed (Draper, 2012). It is worth noting that in
order to define privacy precisely, an overview of a person within a society and how a
society defines and puts privacy in a “public context” is essential (Wacks, 1989;
Goffman, 1969; Agre, 1997).
In 1967, Irwin Altman defined and pictured privacy as a social inherited and
dynamic process which is used to optimize the balance between revelation and pulling
out of the society (Tufekci, 2008). Following on Altman’s body of research on privacy,
Sandra Petronio had developed the theory of Communication Privacy Management
(CPM) which focused on defining the dynamics of privacy and the rules set amongst
people to manage the information revelation (Petronio, 2004). Communication Privacy
Management theory postulates that privacy rules can differ according to situations
(Petronio, 2000c). In addition, rules and boundaries set for privacy differ according to
gender, culture, and motivations (Petronio, 2000a). Hence, attitudes towards and
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perceptions of privacy and situations associated to it will influence what personal
information the users decide to reveal (Smith, 1993; Dourish, 1993; Harrison & Dourish,
1996; Adams & Sasse, 1999).
In the body of literature on personal privacy, the concept was analyzed and related
interchangebly with terms such as privacy concerns, and privacy attitudes and beliefs
(Smith et al, 2011). Other scholars have analyzed the construct of privacy in other
different ways, for example, the perceived importance of personal privacy to people
(Hossain and Prybutol, 2008) and the perceived privacy risk and protection belief (Li et
al, 2010). Consequently, Li (2013) had developed a multi-level model to clarify the
concept of privacy and explained it in three different privacy beliefs as follows:
‘disposition privacy, online privacy concern, and website privacy concern’. He explained
that ‘disposition of privacy’ stands for how much people value privacy in different
contexts. ‘Online privacy concern’ represents privacy risk Internet users perceive out of
their online communication whereas ‘website privacy concern’ represents privacy risk
perceived out of using a particular website. This study tackles the three different privacy
beliefs which were discussed by Li. It investigates how much Egyptian Internet users are
aware and concerned about their online privacy, in addition to, what awareness,
perceptions, and attitudes they have towards online privacy policies in general and to
Google and Facebook in specific.

1.2 Internet and Social Media Development
Networked technology is integral in boosting the economy of a nation and across
the world. It facilitates marketing, buying and selling processes of products and services
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across countries while reaching several millions of customers. There are so many
transactions executed online, yet so much personal information is requested to be
provided online as well, for example, personal names, date of births, credit card numbers,
social security numbers, identity card numbers, and employment history. To that end,
more and more web visitors and daily users access the Internet and use its services to
socialize and do business while providing much of their personal information.
The dramatic growing market of the Internet and social network sites raises
concerns of the personal information shared on users’ personal profiles, email accounts,
and their tracked online activities which lead to invasion of users’ privacy (Im, 2003;
Barnes, 2006; boyd, 2008). Because people need to socialize, they use social network
sites as an easy and convenient channel to maintain and expand their social networks on
both the personal as well as the professional levels (boyd & Ellison, 2008). Previous
research showed that personal information provided on social network sites build up
personal information dossier for each user which could be later sensitive for them (Gorss
& Acquisti, 2005).
October 3rd, 2012, The Washington Post published an article about strengthening
Children’s Privacy Law and the reaction of search engine providers on that initiative. It
discussed that the Federal Trade Commission (FTC) plans to update and strengthen
Children Online Privacy Protection law, Act of 1998, as it was passed prior to the widespread of smart phones owning and social media network sites introduction. Twitter,
Facebook, Google+, Digg, and Reddit, make access convenient for Internet users by
providing embedded application called “plugin” on other sites. When users click the
“plugin” button, those social media networks track and store their actions then sell it to
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advertisers. Furthermore, websites which target children request and collect information
about its users without their parents’ permission. Consumer reports indicated that about 7
million children who are under the age of 13 were Facebook users. The information that
is being collected to open accounts on Facebook is about the user’s name, email address,
location, phone number, interests, age, gender, and profile picture. Thus, the FTC plans to
update the children’ privacy policy to protect their private information. In contrast, social
network sites providers express their discontent about this initiative stating that too much
privacy will be hindering the children’s right for better online educational and
entertaining services (Kang, 2012).

1.3 Online Information Collection Techniques
People tend to meet, chat, socialize, buy, sell, bid, shop, share information,
opinions, and post news and pictures on the Internet. The integration of social media and
online shopping is growing rapidly and all became like a virtual world. Im (2003) argued
that there is about three ways the Internet users could reveal their personal information
without being aware that it would be misused or reused.
First, Internet users share their personal information on websites through "user
registration". They willingly give out their personal information when they register for
free services/goods. For example, it is the norm that in order to open a free e-mail
account on Hotmail, Yahoo, or Gmail, users have to write down their personal
information. Websites, which offer free services/goods, usually make money from the
personal information granted by the customer for the sake of receiving a free gift. Those
websites sell the customers' personal information to advertisers or third parties.
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Advertisers use the web users' personal information so that they would be able to deliver
them tailored advertisements matching the customer's needs.
Second, in addition to sharing personal information like age, gender, name,
martial status, Internet vendors permit themselves to share the user's information such as
browser type, number of times a user clicked/viewed an advertisement, IP address, email
address, password, products/services viewed or shopped. This information aids some
business to know more about its customers' profile and preferences, and accordingly
know how to reach their target segments effectively. For example,
(www.docusearch.com) is a popular online information broker which sells information
about web users' names, addresses, social security numbers, telephone numbers, financial
status, and criminal and drivers’ records. In the U.S. online information brokers receive
their information from credit bureaus, banks, financial service companies, and State
government.
The third way Internet users would reveal their information without being aware
is by snooping. Im (2003) referred to a research which was conducted by vault.com, a
career intelligence company. The research revealed that 15% of employers monitor their
employees’ online activities because of their keenness about the time used by employees
during working hours. Employers seek to spy on their employees to know whether they
are wasting the time in practicing their personal matters, playing online games, shopping
for personal stuff, gambling or viewing pornography.
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1.4 Google Updated Privacy Policy
Since the year 2012, Google has updated its privacy policy four times: on 1st
March and 27th July, 2012, 24th June and 20th December, 2013. It is worth noting that 1st
March 2012 update is one of Google’s major changes of its privacy policy. This thesis is
conducted based on these changes which were then in effect. According to the Official
Google Blog, the main change highlighted was the integration of its users’ data across its
multiple services as follows:
“The main change is for users with Google Accounts. Our new Privacy Policy
makes clear that, if you’re signed in, we may combine information you've
provided from one service with information from other services. In short, we’ll
treat you as a single user across all our products, which will mean a simpler, more
intuitive Google experience” (Google Official Blog, 2012).
On 1st March, 2012, Google started implementing its new privacy policy. The policy
indicates that Google, with the users’ acceptance, is granting itself the right, not only to
use but also to integrate all users’ personal information across Google services and
platforms, for instance, name, e-mail, age, gender, consumers’ lifestyle and consumption
behavior, language used. It also collects information about people’s mostly visited sites
and viewed advertisements, as well as gathers information about the user’s contacts to be
able to better serve their customers. Google and other search engines collect and share
users’ personal information with third parties to be able to update its services and
maintain its business with a competitive edge ("Privacy Policy," 2012). The large scale
data collected daily paves the way to new business models and creates future job
opportunities ("Consumer data privacy," 2012).
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Google keeps updating its online privacy policy. Effective March 1st, 2012, the
policy informed its users that it has the right to collect, share, integrate, and store users’
personal information as well as all their activities online to better understand and serve its
customers. According to the policy, the information shared by its users is considered
private, yet not a secret. Users own their personal information so it is considered private.
However, Google receives users’ consent to link and share their infromation across its
platforms to deliver better service to them. According to Google’s privacy policies
updated on April 14, 2014 information privacy is explained as follows:
“You retain ownership of any intellectual property rights that you hold in that
content. In short, what belongs to you stays yours. By using our Services, you
agree that Google can use such data in accordance with our privacy policies”.

Draper (2012) emphasized that each person has something which they do not like
to share with others, for example, one’s finances. Further, people are putting more and
more information online and are not manifesting the true thought of what they are
providing. To that end, when people share their information on social network sites; they
give up the ownership and control of the data or information to the company itself and
thus lose their privacy.
As indicated in Google’s 1st March, 2012 privacy policy, Google has two main
ways to collect the users’ information. First, it collects personal information that is
provided by Google users when they register for its services, for instance, name, gender,
age, marital status, telephone number, email address. Whilst Google does not require
users to enter their credit card information when signing up for a new account, verifying
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age through a small credit card transaction is one way that Google can confirm that users
meet their age requiement. Second, it collects users’ online activities and information
through users’ devices information, server logs, and location information if the user
enabled Google-Location service.
Examples of information which is collected from the users are as follows:


Hardware model and activities



Operation system version



Unique device identifiers



Mobile network information



Search queries



Internet Protocol Address



System Activity



Browser type and language



Google documents, calendar, mailing lists, images
Reflecting on 1st March, 2012 privacy policy updates, Kain (2012)

argued that Google from his point of view did not upgrade its privacy policy as
much as it upgraded its practices of integrating the information collected and
stored in a more comprehensive way than before. Thus, it would be able to sell
and/or use the information stored, serve its customers better, and try to win over
its competitors. Furthermore, Sutton (2012) explains that Google’s privacy
policy will integrate the information collected from its users across 60 Google
services, platforms and applications. Accordingly, it will be difficult for the user
to know what data will be retained, for how long and how it will be used.
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Although Google changes it privacy policies from time to time, no significant
changes had occurred since 1st March, 2012 (Google Official Blog, 2012).

1.5 Importance of the Study
Egypt has adopted several strategies aiming at increasing the diffusion of Internet
from the year 2000 to 2011. Across the internet, Egypt has the biggest amount of data
transferred (Abdulla, 2007). Further, Egypt is considered the leading market in the Arab
world for Facebook subscribers and the number of its subscribers increases drastically
each year. In 2011, the number of subscribers reached 3 million Egyptian Facebook
subscribers. Young adults under the age of 25 years old represented 58% of its total users
(Arab Social Media Report ASMR, 2013). In 2012, the number grew from 3 million
users to almost 12 million, then increased to 12.4 million by January 2013. The report
indicates that males, age group 18-34, are the majority of Facebook users in Egypt
(Social Media Bakers, 2012). By January 2014, the number of Facebook users has
reached 16.8 million Egyptian users (El Sayed, 2014).Taking into consideration that the
Internet market is growing drastically, is integrated in peoples’ lives on the personal
and/or the professional level, it is important to study users’ awareness and attitudes
towards privacy policies and their perceptions of the risks encountered. This research
study will focus on the Egyptian Internet users, since there is limited body of research
conducted in this domain.
This study is significant because it addresses a timely topic of research which
reveals whether demographics (age, gender, and education levels) of the Egyptian
Internet users have an impact on the level of awareness, attitudes, and perceptions of
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online privacy policies. The Communication Privacy Management Theory postulates
that privacy can differ according to situations, rules, and boundaries set of privacy in
relation to gender, culture and motivations (Petronio’s, 2000c). This study will further
examine whether awareness, attitudes and perceptions of online privacy can differ
according to age, gender, education levels. In the body of literature, several studies
examine age, gender and education variables from different aspects, yet the relationship
between age and education in relation to CPM theory are not yet approached. For
example, studies in the online privacy domain show that 49% of teenagers ages 12-17
seek guidance on their online privacy issues from their friends while 41% seek it from
their parents (Lenhart et al, 2013). Another study showed that 81% of parents of online
teens expressed their concern about their children personal information being shared
with advertisers (Madden et al, 2012).
The study will also illustrate to what extent Egyptian Internet users are aware
of online privacy issues and are willing to share their information with third parties.
The research will gauge the users’ concerns in relation to perceived risks and their
attitudes towards privacy protection. Online firms which identify their customers’
concerns about and awareness of their online privacy will seek to develop better online
privacy policies than the existing ones (Cranor et al, 2008). Therefore, the outcome of
this research may work to initiate new online privacy policies, enhance existing online
privacy policies offered by service providers, contribute to further research conducted
on online privacy policies, and present tools to the mainstream media in Egypt to
inform their Internet users about their online privacy concerns.
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1.6 Statement of the Problem
Due to the booming of information technology, online privacy issues became of
more significance than ever before. Though technology users are promoting ongoing
innovations in new information technologies, yet their online privacy could be at stake
("Consumer data privacy," 2012). As Internet users are motivated to socialize and
communicate, many users express more of themselves and their identities to present
themselves and make a good impression. Internet users provide their personal
information through several online activities, for example, providing their names,
addresses, telephone numbers, and credit/debit card bank information when buying
products online or when conducting special online searches. Further, commercial or
government entities which request to collect personal information from online users
usually collect and analyze this data for their own purposes. Solove (2004) argues that
the data collected, integrated, analyzed, stored, and retrieved for online users should be
called “digital dossier”.
It is worth noting that Internet users presume that there is some legal protection
of their privacy against information exchange and sharing. Under the US law, it
privileges only messages and conversations between patients and their doctors or
therapists, and attorneys with their clients. Moreover, according to the US doctrines,
messages posted or stored in a publicly-accessible space, have no privileges except the
copywriter protection (Walther, 2002; Jacobson, 1999). On the other hand, Article (57)
in the amended constitution of Egypt states that:
“Postal, telegraphic and electronic correspondences, telephone calls, and other
means of communication are inviolable, and their confidentiality is guaranteed.
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They may not be confiscated, revealed or monitored except by virtue of a
reasoned judicial order, for a definite period, and only in the cases defined by
Law” (Constitution of the A.R.E., 2014).

However, a report presented by DLA PIPER in March 2013 highlighted that
‘the Egyptian law does not have any specific provisions which regulate online privacy’.
Further, there was no particular definition of personal data or private life under the
Egyptian law. Hence, some questions may rise as of who is viewing, storing, and
retrieving people’s profiles, photographs, and personal information? To what degree
they accept to share their information? Do awareness of online privacy policies and
acceptance of sharing information associated with demographics such as age, gender,
and education? Who exactly are the people that Internet users wish do not see their
profiles- a question that was recommended for further studying by Tufekci (2008).
What are the people’s attitudes towards and perceptions of personal information sharing
with third parties and privacy policies? People would like to interact, socialized, and
maximize their communication but at the same time keep their boundaries and privacy.
So the question that should be addressed here is what do people feel towards knowing
that their personal information is being shared with other businesses? Do gender, age
and education differences matter? Margulis (2011) argues that the more users reveal
information about themselves to socialize and enjoy SNSs, the more they risk their
privacy.
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CHAPTER 2
Theoretical Framework

2.1

Development of Communication Privacy Management (CPM) Theory
Sandra Petronio (2004) acknowledged that the Communication Privacy

Management (CPM) Theory was based on Atman’s Privacy Theory which evolved back
in 1975. One of the first initiated theories of privacy was the Privacy Regulation theory.
In 1975, Irwin Altman, renowned social psychologist, developed the Privacy Regulation
theory before the communication technology, Internet, and social media advent. His
theory had focused on the process of privacy for individuals and groups as well as
searched into the people’s behavior towards their privacy. Altman pointed out five main
properties of privacy, as follows: (Altman, 1975; Margulis, 1977).
1. Dynamic Process
2. Desired versus actual level of privacy
3. Non monotonic function
4. Bi-directional
5. Operates at both individual and group level
Privacy Regulation theory explains that the concept of privacy is a dynamic
process and not a static state one. People selectively choose other people whom they wish
to have access to the self or to one’s group. Further, Altman illustrated the reason why
people sometimes avoid contacting others yet they are sociable and interactive at other
times. Thus, privacy could be perceived as a regulated process which puts boundaries
characterized by being “dynamic and dialectic”. Thus, he distinguished between the
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dynamic and dialectic boundaries definitions. Altman referred the word “dynamics” to
the different environments and circumstances one passes through and accordingly moves
along a continuum of openness and closeness. Whereas, the word “dialectic” was referred
to people’s desire for social interaction and being open opposed to social isolation and
avoidance and being close. Besides, Altman differentiated between the actual level of
privacy and the desired one. In order to reach the optimal level of privacy, the actual level
of privacy should be equal to the desired level of privacy. The optimal level is achieved
when people feel that their privacy is controlled. If the actual level of privacy is more
than the desired level, then there is a possibility of too much privacy which may lead to
social isolation. The last property of privacy identified by Altman was that it operated on
different levels, on individuals and groups levels; with input and outputs from individuals
in both directions (Altman, 1975; Margulis, 1977). To conclude, people maintain and
control their privacy by being socially opened or closed according to their external
circumstances, culture, and their internal state.
According to Altman (1975), people who have power and control over their
privacy can function better than the people who do not have control over their privacy.
Privacy Regulation theory’s main goal was to achieve the ultimate level of privacy by
presenting the best level of social interaction. In order to reach the optimum privacy
level, people should present and show others their desired privacy level by using different
mechanisms, for example, verbal, para-verbal, and non-verbal behavioral mechanisms,
personal, and territory space environmental mechanisms. Privacy deals with the
management of information shared between one and the others (Tufekci, 2008).
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However, privacy regulation theory was developed prior to the advent of the
information and communication technologies; at a time when face-to-face was the main
communication tool. Therefore, some behavioral and environmental mechanisms will not
be effective in the new information technology era. As the information technology helped
people to share more personal information than ever before, it is important to discuss
what information Internet users consider as private and confidential to them more than
selecting and protecting some data (Davis, 1997).
Expanding on Atman’s Privacy Regulation theory, Palen and Dourish (2003) set
their privacy framework based on the differentiation between privacy and publicity
according to the context, disregarding who is receiving the information and how the
information is being used. They focused on the threats and opportunities associated with
the use of communication technology. Both pointed out three categories of threats as
follows: spatial threats, temporal threats, and “intersections between multiple spaces”
threats.
First, when using the Internet and social media network sites, the spatial threats
is not really a challenge since the audience is not known and widely spread all over the
world. There are many audiences that possibly view the profile of the Internet users and
share their personal information with others. According to Goffman (1969), in order for a
person to introduce him/herself, a person should be conscious and aware of the other
audience. In real life, people socially interact with each other knowing who they are in
contact with. Thus, face-to-face communication is more transparent than the Internet and
social media communications as one gets to know who we are communicating and
sharing information with.
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Second, the temporal threat associated with communication technology is void
since there are records of the communication and it is available for the audience to
retrieve at anytime. Consequently, people will not be able to manage who their
audiences are and when the information was accessed. According to Altman’s privacy
regulation theory, the optimal privacy level is achieved when people feel that their
privacy is controlled. Consequently, since the access to the self and others cannot be
managed as the information is saved and can be retrieved, Internet users may feel that
they cannot control their privacy.
Third, the “intersections between multiple physical and virtual spaces” threats
can create different perceptions and feedbacks towards one same action, but in different
settings. For example, a photograph taken in a friend’s birthday party may be very
acceptable to ones group, but this same photograph posted on a social media may not be
representing the person before an interview (Palen & Dourish, 2003). Adams and Sasse
(2001) differentiated between the primary and secondary levels of information that can be
elicited from photographs. The primary level reveals information about “facts” for
example, financial, political, commercial, and medical. However, the secondary level of
information is the information that can be elicited from the photograph, for instance,
emotional state of a person and activities. Therefore, considering posting users’
photographs on social networks can reveal much information about a person’s lifestyle,
demographics, in addition to other information described under the photograph.
Inspired by Altman’s scholarly research and theory of Privacy Regulation as well
as other scholars’ research on privacy, Sandra Petronio’s set the Communication Privacy
Management (CPM) theory after twenty years of research. During Petronio’s (2004) early
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research stages, she found out that most of the available literature in the 70s and 80s
focused on the concept of self-disclosure and its process. The scholarly work, which was
lead by Altman, focused on the process of privacy and people’s reaction in their society
towards it more than defining the concept of privacy and private information itself.
As the information technology help people to share more personal information
than before, it is important to discuss what information Internet users consider as private
and confidential to them more than selecting and protecting some data (Davis, 1997).
Palen and Dourish (2003) set their privacy framework based on the differentiation
between privacy and publicity according to the context, disregarding who is receiving the
information and how the information is being used.
Adams’ Privacy Model, which is used by scholars to define privacy factors in
multimedia information sharing, added two more determinants to the context of the
information shared: to whom the information is directed to and how the information is
being used (Adams & Sasse, 2001). Furthermore, the users’ perceptions towards the
information which they provide online are important determinants of whether the
information is labeled private or not. Thus, the context of information provided, who the
receiver is, how the information is being used, and the sender’s perception towards the
information shared are all factors that can tell whether the information shared is private.
This model is used by multimedia designers to understand how they could possibly use
the information provided from the user with minimum intrusion of privacy (Adams &
Sasse, 1999; Adams, 2001). Adams’ privacy model specified three main factors that
helped in shaping the users’ perceptions of their privacy (Cunningham, Masoodian &
Adams, 2010).
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1. Information Sensitivity: the level of information sensitivity to the user, how much the
information provided online is of confidentiality to the user.
2. Information Receiver: it is basically stating that “trust” plays an important role in
defying the user’s perception of who receives the information. Without enough trust
between the sender and the receiver, the sender might not be willing to share personal
information.
3. Information Usage: The information sender (Internet user) is concerned about how
his/her information is and will be used and for what purpose it is and will be used.
This model is used by different scholars to identify the kind of data that is
considered private to Internet users to aid programmers/software designers in designing
consumer oriented programs.

2.2. Communication Privacy Management (CPM)

The Communication Privacy Management (CPM) theory as mentioned
earlier is built on Altman’s theory of Privacy regulation. Throughout the CPM
theory evolution, it revealed that negative feelings could result from the
message recipient due to the sender’s self-disclosure, unlike what was believed
in the 1960s. This situation occurs if the sender revealed too much information
which the recipient wishes not to hear; then there is a negative feelings
associated with self disclosure (Petronio, 2004).

In 1991, the Communication Privacy Management theory was known as
“Communication Boundary Management” theory which was basically focusing on the

19

privacy boundaries between married couples and the privacy rules couples set to manage
their long-term relationship (Petronio, 1991). However, at that time, the name of the
theory caused confusion among scholars and readers and was perceived as a social
theory which should be dealing with family issues and relationships. As a result,
Petronio thought of changing the name of the theory to a more precise and reflective
name to privacy issues. As such, the name was then changed to “Communication
Privacy Theory”.
As mentioned earlier in Altman’s theory, people can close or open to their
social networks depending on their psychological and personal state, and their outer
circumstances and culture. Regarding CPM, an opened boundary is referred to when
Internet users reveal their personal information to others. On the other hand, closed
boundary is referred to when people conceal their information and do not allow access to
it. Parallel to and consistent with Altman’s theory, people usually adapt their privacy
boundaries, opened or closed, to their outer circumstances and inner state. As people
need to socially interact with each other, Internet users may satisfy this need and reach
their desired level of privacy by the use of the privacy rules/policies. That is, when
people disclose their personal information, they should manage and control their privacy
by being aware of the privacy policies which are ruling the site they are using. As such,
to reach the desired privacy level, users should be able to mange their private data
through the rule-based privacy policies and answer these questions: What information is
revealed or shared with others? How much is revealed? To whom? To what extent the
user can manage his/her data? (Petronio, 2002).
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Petronio and Durham (2008) illustrated that the CPM theory is supported by
five propositions, per below:

1. Ownership
2. Control of distribution
3. Development and usage of privacy rules
4. Information shared and co-owners
5. Sharing and control of information usage
The CPM theory postulates that the first proposition is the sense of ownership of
the information shared. As people own information, it belongs to them. When people feel
that the information belongs to them, then they consider it as private. Thus, information
owners feel that it is their right to control the distribution of the information they own,
which is considered the second proposition of the CPM theory (Petronio & Reirson,
2009). The third proposition of the theory indicates that the usage and management of
privacy rules are based on cultural values, gender differences, motivations, risks and
related impacts from sharing information. The third proposition is very important for this
research since it will assess the level of users’ awareness of online privacy policies
according to different variables such as gender differences, age groups, education, and
their perceived risks upon revealing their personal information to people who they do not
know. Education will be included and added as a new variable in this research. The
fourth proposition is that once the owner of the private information shared it with others,
then those others become “co-owners” of the private information. From the owner’s point
of view, the co-owner has to manage the shared information in the same way the owner
of the original private information is dealing with. The coordination of privacy rules
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between the original private information owner and the co-owner falls around decisions
about privacy rules of “permeability”, how much others can know?, “co-ownership
responsibility”, how much control the co-owner has?, and “linkage rule”, who else can
know? (Child et al, 2009; Petronio, 2002). The fifth and final proposition is about
sharing, using, and controlling the private information. There are times when privacy
rules are not coordinated between the owner and co-owner. Consequently, the co-owner
may pass on the private information to third parties without the knowledge or consent of
the owner. Thus, Internet users consider people who accessed or passed on their personal
information violated their privacy.
According to Debatin (2009), there are two considered factors of informational
privacy control and self-ruled of information revelation. SNSs users update their posts
and their contacts thinking that they have this kind of control to update and self-rule their
profiles, yet users could be unaware of the actual reach of their information. The
discrepancy between the actual and perceived reach of information leads to lack of
control over who is accessing their personal information. Some service providers have
limited privacy settings which lead to less control over their users’ personal information.
Furthermore, users may lose control over their profile privacy when they find themselves
linked to photos and/or other multimedia content.
The psychological evolution and development perspectives reflect the people’s
concern about their online privacy and the need to be protected. From the psychological
perspective, people have an inner need to personal privacy in their lives. Besides, the
more there is need to privacy, the more people are concerned about protecting it. For
example, studies conducted on Asian and American college students showed that because
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there was a need for privacy, their concern for their privacy was high and accordingly
they had positive attitude towards protecting their online privacy (Yao et al, 2007; Yao &
Zhang, 2008). Supporting the psychological perspective of privacy need, the evolutionary
perspective hypothesize that humans have an inner drive to be sociable and territorial
(Halmos, 1953; Klopfer & Rubenstein, 1977). Altman (1975) defined territoriality as the
ownership of social status, certain knowledge, and a physical place. From the
development perspective, it was found that privacy preference and concern was related to
age (Marshall, 1974). The older the person gets, the more concerned he/she is.
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CHAPTER 3
Literature Review

3.1 Privacy: Awareness, Attitudes and Perceptions
The uses of the Internet can be categorized in three broad categories:
informational, commercial, and social communicative (Kraut, Mukhopadhyay, Szczpula,
Kiesler, and Scherlis, 1999; Weiser, 2000; Tufekci, 2008). The social communicative use
falls under what was defined by Tufekci as the “expressive Internet” use which is
experienced when people socially interact through e-mailing, chatting, instant messaging,
creating personal homepages, and most importantly interacting and presenting themselves
through social network sites (Tufekci, 2008). Online personal profiles of users can be
signed out as one of the main features of social network sites. Those personal profiles
which people use to presenting oneself, act as a magnetic tool for contacting and getting
contacted via other online users (Gross, Acquisti, & Heinz, 2005).
A study conducted on 502 students at the American University in Cairo revealed
five motives for using the Internet among Egyptian students users: ‘information seeking,
surveillance, entertainment, personal utility, and social interaction’ (Abdulla, 2003). It is
worth noting that Egyptian male students were found to most likely use the Internet for
socialization whereas females use the Internet for information gathering. According to
Abdulla (2003), there was a significant positive correlation between entertainment,
surveillance, and information seeking motives of Egyptian Internet users to Internet
satisfaction and between personal utility, social interaction, and entertainment motives to
internet exposure.
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People in other communication modes can somehow control their privacy and
therefore they reflect this privacy control sense on the online and social media. For
example, face-to-face communication or a telephone call; a social private communication
held on a private property is assumable self-restricted. As such, many users post
information on social media networks and mistakenly think that it is only accessed and
viewed by their selected groups (Ziegele & Quiring, 2011). According to the Privacy
Regulation Theory, developed by Irwin Altman, people can decide for themselves when
and how to communicate as well as to what degree their communications are conveyed to
others.
A study conducted on students who are Facebook users showed that although
students were aware of privacy settings, they did not frequently adjust the privacy
settings (Govani and Pashley, 2005). Even though many users are aware of the risks that
they might face out of revealing their detailed personal information, they still give more
value to the socialization benefit than their own privacy. For example, a study showed
that Internet users’ concerns about online privacy have no significant impact on revealing
their information on the website (Hui et al, 2007). Interestingly, other studies found that a
website informativeness and presence establish trust between users and a website, which
in turn has a direct impact on their privacy concerns about the website (Pavlov et al
2007). The more a website is popular and communicates with its users, the less its users
are concerned about their privacy because of the built trust they put into the website they
use.
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Further online privacy studies explain that while users of SNSs are aware of
limiting profile privacy setting, yet they use it rarely as they presume that no one can
access or see their profiles (Acquisti & Gross, 2006). Other studies shed the light on the
significant increase of awareness of privacy settings amongst its users (boyd & Hargittai,
2010; Debatin et al, 2009). Debatin (2009) agreed that the significant increase of
awareness of privacy settings is due to profile hacking and invasion of privacy from
unwanted parties. People share their personal photographs with friends using SNSs and
other digital libraries as well. Digital libraries and SNSs made it easier for people to share
the good and bad moments of people’s lives; however, privacy invasion could be at risk
when sharing photographs online. It is argued that because some people are not much
aware of online privacy policies and online privacy risks, they tend to perceive the
websites they use as trustworthy, and thus share their personal photographs
(Cunningham, Masoodian & Adams, 2010).
Tavani (2007) illustrated that the information age, Internet, and the dramatic
increase of online commercial and social activities posed several threats on people’s
privacy. Thus, studying the level of awareness and users’ attitude and perceptions
towards online privacy policies are vital. Thierer (2012) advised that in order to better
preserve people’s online privacy; users should be aware of their privacy rights and be
careful to read the online privacy policies. On the other hand, the Internet business should
keep their corporate responsibility high and give more attention to their online privacy
policies.
The Office of the Privacy Commissioner for Personal Data (PCPD) conducted a
survey in 2012 on 400 senior citizens aged 60 and above, living in Hong Kong. The
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results of the survey revealed that senior citizens were concerned about their information
sharing especially their financial status, yet they did not know how to protect themselves
against online privacy invasion. They had inadequate information on online personal data
privacy issues. Out of the 400 senior citizens sample, 72.2 % of respondents would
restrict strangers from visiting their blogs and viewing their personal data through their
profiles in SNSs. Only 22% showed lack of knowledge to implement the restrictions.
Furthermore, many of the senior citizens who were surveyed neither know how to set
passwords nor pay attention to online privacy policies details before providing their
personal information. There is also lack of awareness on privacy issues on photo sharing
and comments posting as 67% posted their photos without being aware that it could be
possibly owned and used by a website. The survey concluded that 77.7% of senior
citizens were mostly concerned about their confidential financial matters and identity
card numbers to be stored and shared between the website and other third parties
("Opinion survey: Senior," 2010). On the other hand, about 82% of undergraduate
students were willing to disclose their personal information on their profile. Students
showed interest in revealing their name, birth date, personal address, cell phone number,
hobbies and interests (Gross & Acquisti, 2005). Supporting the results of this survey,
Tufekci (2008) found that university students perceive it as somehow important to show
one’s identity because it is one of the important attributes of getting connected to people
on social media platforms.
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3.2 Privacy and Social Network Sites (SNSs)
Social Network Sites (SNSs) such as Facebook, Twitter, MySpace, LinkedIn,
and classmates.com have become increasingly trendy among computer literate users.
Online communication became the other alternative to face-to-face communication (Beer,
2008). Social Network Sites (SNSs) provide individuals and organizations with network
connections on specified platforms for the people to be able to communicate and
exchange conversations online. It allows individuals and organizations “to construct a
public or semi-public online profile within a bounded system,” (boyd & Ellison, 2008). It
is usually provided by big service providers who by default try to make profit out of
making conversations as open as possible (Gross & Acquisti, 2005; Acquisti & Gross,
2006). The more users are open and provide information and update their posts, the more
service providers make money out of selling spaces to advertising agencies. The
information and ongoing updated posts make rich content for marketers to elicit market
opportunities and products for specific target audience (Thrift, 2005). Besides, rich
information which users provide on SNSs gives life to it.
Livingstone (2008) indicated that the progress and development of technology
is so rapid that the users are unaware of the potential risks which may be caused by
online communication. The usage of the Social Network Sites is growing drastically
which is reflected on the much time spent on those platforms and the huge number of
users across all age groups (Ngyuyen, 2010 & Nielsen, 2009). Although SNSs get the
people connected and improve their social life through a bigger social network, yet SNSs
were created to make more profit by collecting personal information on demographics
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and psychographics and about their users and selling it to the advertisers ("Pro & Con,"
2012).
In order for Facebook users to open an account, they must provide their personal
information in order to proceed with creating a personal profile to enjoy its services.
Starter and Richter (2007) showed that 80 to 90% of undergraduate students use SNSs. In
the year 2006, a number of scholars examined the uses and gratifications of SNSs and
their risks as well. According to research, undergraduate students find it easy, convenient,
and accessible to get connected with friends and colleagues on social media platforms to
share ideas, thoughts, links, and pictures. SNSs challenged the distance/physical barriers
and facilitated social, academic, business and political discourse among users and across
cultures (boyd & Heer, 2006). Despite the gratifications that users receive from SNSs,
risks about the revelation of user’s personal information became high (Barnes, 2006;
Govani & Pashely, 2005; Gross & Acquisiti, 2005). Gross and Acquisiti (2005) indicated
that 82% of “active Facebook users” reveal their personal information such as name, age,
gender, telephone numbers, personal address, spouse or partner’s names, music, religious,
and political preferences. Users might not be aware that they are putting their identity at
risk if stolen and/or misused (Tufekci, 2008). Tufekci added that the high risk of stealing,
misusing, hacking, and/or identity theft is due to the rapid advancement of information
technology and online information sharing, whether voluntarily or involuntarily, without
the complete awareness of the used SNSs privacy policies.
Sarah Downey, a Legal Marketing Associate at Abine Inc., affirmed that several
well known websites use personal information provided by users. These websites either
list the personal information on their website or sell it to third parties to make profits

29

(Oberholtzer, 2012). Downey added that most Internet users are not aware of how their
personal information is being used. Further, she shed the light on the “public record”
option that the SNSs users apply on their profiles, not knowing how, where, or by whom
their records will be used. The awareness of the privacy policies will to some extent
protect SNSs users’ privacy (Oberholtzer, 2012).

3.3 Privacy Issues in SNSs and Gender
There has been few systematic research conducted on the perception of privacy
in relation to gender differences in the social media. The investigations that were made
had sample limitations, for example, focusing only on students, convenience samples and
snow ball sampling. More research is needed to be implemented on different nationalities
and across cultures to measure quantitatively the related and different behaviors between
males and females on social media privacy issues (Thelwall, 2011).
A body of research revealed that because females need to socialize and enrich
their communication skills, they interact on social media networks more than men. They
tend to discuss and share ideas and experiences to express themselves as well as to
expand their social sphere. Nonetheless, cyber bullying (Dehue et al, 2008), harassment,
physical harm, and stalking (WHOA, 2009) are examples which could face and challenge
females who share their personal information online. Furthermore, marketing companies
breach the privacy of social network users as they access their personal data posted and
stored on their profiles and use it to set their marketing and advertising strategies
(Nissenbaum, 2009). The users detailed personal information is shared between social
media network providers and third parties for a mutual benefit between both. On one
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hand, service providers make more profit by selling users’ personal information and on
the other hand, marketing and advertising companies combine detailed information of
users to elicit competitive edges for their products/services and target their
advertisements to social media users.
From the behavioral perspective, women tend to be more concerned than men
about their privacy, whether it is offline or online communication (Hoy and Milne, 2010;
Tufekci, 2008). However, Youn and Hall (2008) argued that men also like to keep their
privacy contained, so they avoid social websites. Past research studies done on US
Facebook users showed that women are more concerned than men regarding targeted
advertising (Hoy & Milne, 2010), government and commercial access of their social
networks information (Tufekci, 2008). Because there is a continuous need to
communicate and socialize, some women tend to use social media but anonymously
(Madden & Smith, 2010).
In order to get over those challenges and in efforts to keep control over their
privacy, some women tend to keep their profiles anonymous, provide false information
(Oomen & Leenes, 2008), change their public settings to private, keep identity and
personal details hidden, use conservative photos which does not show much of their
personal life (Aguiton et al, 2009), read online privacy policies, and/or change their
privacy settings (Hoy & Milne, 2010).

3.4 Privacy Issues in SNSs and Age
Although the majority 93% of the web users and social media users are
youngsters ages 19-28, yet there has been an increase in the use of the Internet among
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seniors ages 50 and above. Rainie (2010) argues that the use of the Internet increases as
age decreases; nevertheless, the use of seniors, age 50 and above, to the Internet has been
also increasing. Between the years 2009-2010, there was an increase of the use of social
media amongst seniors (Madden, 2010). Seniors use the Internet mainly to exchange emails, search the Internet for health and medical tips (Fox et al, 2001), do home banking,
reserve travel (Zickuhr, 2010), and do online shopping. Regarding online shopping
privacy concerns, it was found that 55% of a surveyed sample was concerned about
method of payment; while 56% were concerned about data theft or abuse of their online
information (Maaß, 2011). Yet, there is still a quite limited research conducted on online
privacy among seniors and more research in that area is recommended (Chai et al, 2008).
The research conducted on senior’s behavior and attitudes towards online issues
showed that elders are more concerned than the younger generation about their online
privacy (Gatto and Tak, 2008). In 2009, Media Burst concluded that 67.3% of Internet
users between the age group 18-24 years were concerned about privacy issues whereas
85.7% between the age 55 and above were more concerned than youngsters. A research
conducted on German seniors using German platforms revealed that 5.88% concealed
their first name and only 1% revealed surname. Seniors use nick names or fake names to
identify themselves. As for their location and marital status, 83% revealed information
about the state they live in, while 53% indicated their marital status (Pfeil, 2010).

3.5 Online Shopping vs. Online Trust
Previous research revealed that the practice of online shopping is increasing
dramatically each year. Consumers find it easier and more convenient to go for online
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shopping than the regular store-visit shopping. From the year 1998 to the year 2000,
online shopping increased from 65% to 94%, with 29% increase. A survey administered
by Business Week in the year 2000 revealed that 78% of the sample showed high
concerns about the misuse of their personal information provided during transactions,
whereas 94% percent who did not shop online was because of fear of privacy invasion
concerns.
Trust with regards to online shopping is defined as any business, for profit or not
for profit, which meets the online user’s expectations in securing users’ private personal
information ("Consumer data privacy," 2012). Strengthening the mutual trust between
consumers (on line users) and the Internet websites could be possibly achieved by
providing clear online privacy policies (Pollach, 2007). In addition to setting clear
privacy policies, users’ “level of control” on their online information is also important.
When consumers know how to opt in and opt out, this gives them more control over their
personal data privacy. Moreover, Adams and Sasse (1999a, 1999b) argued that online
users do not always assess or think of their privacy concerns each time they provide their
personal data online, especially when dealing with trusted websites.

3.6. Privacy Protection Techniques
Im (2003) discussed different techniques of how Internet users can protect their
online privacy. He argued that several of those privacy protection methods are the
responsibility of the users and others are the responsibility of the service providers. From
his point of view, Internet users have to put some efforts to protect their online privacy by
using different strategies to self-protect themselves. Those strategies would constitute
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purposeful and planned behavior (Yao, 2011). Internet users can protect their online
privacy through active and passive protective ways. When Internet users depend on
policies, government, or other people to protect their privacy, this is considered passive
privacy protection. Whereas, when people depend on themselves and use different
strategies to protect it, this is defined as active privacy protection.
There are simple active privacy protection ways that Internet users can help
themselves with to protect their online privacy. They can install different softwares, use
firewalls, inspect the transmission of online data, and encrypt personal data (Hoffman,
1999). As security measures, 18.7% of Egyptian Internet users use intruder detection
systems, 18.2% use programs documentation for external users and another 18.2% secure
connection between agents and servers (MCIT, 2014).
Further, as a way to protect their own privacy, Pollach (2007) discussed several
shared and new methods of protection, for example, users should avoid providing
personal information to sites that offer premiums for exchanging information. They
should also inform children not to offer their personal information online. To protect their
online privacy, they could encrypt their e-mails, read online privacy policies before
granting information, manage cookies by declining unnecessary ones, and provide
inaccurate personal data. A survey by Pew Research Center’s Internet Project on a
sample of 1, 002 adults ages 18 and older showed that 86% of Internet users use different
ways to avoid being observed online. Some 64% clear cookies and browser cookies, 26%
use temporary usernames, 18% use fake names, 18% mask their IP address by using
virtual networks, 14% encrypt their emails, and 13% give inaccurate information about
themselves (Rainie et al, 2013). If Internet users believe that they might be at risk when
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providing their personal data online and is necessary to protect, they may actively adopt
the active self protection strategies. Furthermore, when users feel that strategies they
adopt are effective and at the same time manageable, they will keep on using them. One
final determent of whether or not to use online privacy protection strategies is the
perceived social norm regarding personal privacy issues (Petronio, 2002).
There is still a controversial issue regarding knowledgeable and experienced
Internet users and whether or not they adopt various strategies and tools of online
privacy. On the one hand, some research indicated that because knowledgeable and
experienced Internet users are concerned about their online privacy, they adopt different
tools to protect it and thus feel confident when using the Internet services as they feel
they have control over their online privacy by (LaRose, et al 2001; Yao et al, 2007). On
the other hand, other research studies revealed that knowledgeable and experienced
Internet users might not be concerned about their online privacy because they have not
been victimized by a third party or have not been through an online privacy violation
experience. Thus, experienced and knowledgeable users might feel false sense of security
(Yao & Linz, 2008).
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CHAPTER 4
Methodology
4.1 Quantitative Approach
In order to measure the level of awareness and assess the different attitudes and
perceptions of Internet users in Egypt towards Internet privacy issues, descriptive survey
methodology was selected. To facilitate the process of designing the questionnaire and
reaching a suitable sample of Internet users, surveymonkey.com, was used to design an
online survey. The survey was also printed out and was administered offline. The survey
was made available in two languages (English and Arabic) to give a chance to all
Egyptian Internet users to be included in the sample. The survey was sent via e-mails,
posted on the researcher’s Facebook account, Linkedin account, and distributed in
intercept places, as in malls and sports club where the research could find a wide range of
age and gender groups. It was also distributed by the AUC portal network gate to the
Journalism and Mass Communication undergraduate and graduate students.
Prior to the distribution of the questionnaire, it was approved by the advisor of
the research as well as the Institutional Review Board (IRB) of the AUC. The research
received an approval from the Egyptian Government's Central Agency for Public
Mobilization and Statistics (CAPMAS) to be conducted and distributed in Egypt as well.

4.2 Questionnaire Design
The questionnaire took the funnel approach, starting form the broad filtering
questions to more specific ones, and ending with the demographics questions. The first
question was a filtering question which asked respondents whether or not they are

36

Internet users, defined as people who access social network sites, have e-mail accounts,
or surf the Internet. The researcher considered three main areas of assessment in the
survey: level of awareness, attitudes, and perceptions towards sharing Internet users’
online personal information. To measure these areas of concern, Likert scale was used in
several questions. The questionnaire ended with some demographic questions about age,
gender, monthly income, level of education, and residency. Direct, short close-ended
questions as well as scaling questions were used to avoid respondents’ frustration or
fatigue which may lead to incomplete questionnaires. The questionnaire began with an
introduction stating the purpose of the survey, name of the researcher and the institution
she is affiliated with. It also stated that the survey is anonymous. The survey can be found
in Appendix A.
In order to measure Internet users’ awareness of privacy policies readership and
their in-depth understanding, the researcher constructed seven questions, questions # 3, 5,
8, 9, 11, 12, and 13. These questions were either close-ended questions or set on a threeor five-point Likert scale.
In order to measure the Internet users’ attitudes towards their online privacy, two
questions were asked, questions # 6 & 18. Question six gauged why Internet users skip
reading the privacy policy posted online. On a scale of five points, from strongly agree to
strongly disagree, the respondents were asked to give reasons why they think they ignore
reading the online privacy policies. On the other hand, in question number 18,
respondents were asked whether or not they were concerned about their privacy.
In order to measure how Internet users’ perceive their online privacy and the
consequences that could occur from sharing their personal information online, the
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researcher designed two questions, questions # 14 & 16. Both questions were measured
on a Likert scale. Question 14 measured what information Internet users perceived as
private and would not like to share and what other information they perceived as public
and would like to share with others. After assessing what information is perceived as
private, the researcher posed a scaling question to measure the users’ perception on
potential consequences to sharing personal information online.

4.3 Pre-testing
A pilot study was conducted prior to the distribution of the questionnaire. Fifteen
(15) people answered the survey in both English and Arabic before full distribution. The
sample was comprised of Internet users with different age levels and background. The
survey was distributed by hand and via emails to specific Internet users to be able to get
prompt comments and feedback.
During the pre-test, a comment was received recommending to add two more
alternative answers to question number six (6) “On a scale from strongly agree to
strongly disagree, please rate why you think you skip reading the online privacy policy?”
One of the respondents suggested adding the option “online policies are too long and
complicated to read” and “I want to use the service anyway regardless of the risks”.
A question was raised by two respondents about question seven (7) and question
(8)- what if a respondent does not have a Facebook account, yet read its privacy policy.
Question number seven (7) asked the question: Do you have a Facebook account? If the
respondents replied affirmatively, then they are instructed to answer question number
eight (8) which asks the question: Have you read Facebook’s privacy policy? The
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respondents were instructed to skip question 8, if their choice in question 7 was "no, I do
not have a Facebook account". As a result, the instructions of questions 7 and 8 were
changed. This would give the chance to respondents who do not have a Facebook account
yet have read the privacy policy.
There was some confusion caused by the alternatives given to question number
fifteen (15) “how much expertise do you have in using the Internet?” The alternatives
were stating “beginner, intermediate and expert” as the three options without defining
each one. Therefore, the researcher defined each option as in beginner (started to use the
Internet), intermediate (have an email account, use different social media websites, good
at surfing the Internet), and expert (capable of developing firewalls, edit and manage
cookies).

4.4 Statistical Analysis
SPSS was used to analyze the data collected from the survey. Descriptive
statistics were used to illustrate the data frequency distributions and the measures of
central tendency, as in measuring the mode, median, mean, range, variance, and standard
deviation. Inferential statistics also were implemented to test the hypotheses.

4.5 Sample
A non-probability purposive sampling technique was used, whereby the
respondent had to be an Egyptian, adult, Internet user. A total of 404 Internet users were
surveyed. They were recruited from different universities, selective professional
workplaces, and different intercept areas based in Cairo. The survey was also distributed
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to a wide range of age categories that were reached in sports and health clubs. The survey
was distributed in Cairo.

4.6 Research Questions and Hypotheses
When people disclose their personal information; they could manage and control
their privacy by being aware of the privacy policies and settings which are ruling the
website they use. To reach the desired privacy level, users should be able to mange their
private data through the rule-based privacy rules and answer these questions: What
information is revealed or shared with others? How much is revealed? To whom is it
revealed to? To what extend the user can manage his/her data? (Petronio, 2002). Based
on Petronio’s theory of Communication Privacy Management (CPM), Internet users
choose and manage the usage of privacy policies based on their cultural values, gender
differences, motivations, risks and related impact. This proposition is very important for
this research as it will assist in assessing the level of users’ awareness of, perceptions and
attitudes towards online privacy policies against different variables such as gender and
age differences, education and perceived risks upon revealing personal information.

4.6.1 Awareness Research Questions and Hypothesis
The literature review available about the awareness of online privacy
policies shows that there is an increase of awareness of privacy settings due to
profile hacking and invasion from unwanted parties, It also highlights the lack
of awareness on privacy issues on photo sharing and comments posting. There
was no literature review which directly indicates neither the level of awareness
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of online privacy policies nor the relation or effect of age and education
variables with the level of awareness amongst the Egyptian Internet users. It is
therefore posed as a research question which this study will attempt to answer.
RQ1: What is the level of awareness of online privacy policies amongst
Egyptian Internet users?
RQ2: Is age a significant factor in determining the level of awareness of
privacy policies?
RQ3: Is education a significant factor in Internet users’ online privacy policy
awareness?

Based on the behavioral perspective, women tend to be more concerned about
their privacy than men, whether it is offline or online communication (Hoy & Milne,
2010; Tufekci, 2008). However, since they have a high need to socialize, they use social
media platforms to exchange communication. A body of research revealed that because
females need to socialize and enrich their communication skills, they interact on social
media networks. Besides, they tend to discuss and share ideas and experiences to express
themselves as well as to expand their social sphere. On the other hand, according to Youn
and Hall (2008), men tend to use social platforms lightly because they like to keep their
privacy contained. Past research studies conducted on US Facebook users showed that
women are more concerned than men regarding targeted advertising (Hoy & Milne,
2010), government and commercial access of their social networks information (Tufekci,
2008). Although there might be more risk for females than males in regards to
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informational privacy, yet there is little research conducted in this area, especially in
Egypt.
H1: Females are more aware of the Internet privacy issues than men.

4.6.2 Attitude Research Question and Hypothesis
Studies conducted on Asian and American college students showed that because
there was a need for privacy, students’ concerns were high; and accordingly they had
positive attitudes towards protecting their online privacy (Yao et al, 2007; Yao & Zhang,
2008). Based on the behavioral perspective, women tend to be more concerned about
their privacy than men, whether it is offline or online communication (Hoy & Milne,
2010; Tufekci, 2008). However, since they have a high need to socialize, they use social
media platforms to exchange communication. The attitudes towards online privacy issues
will be tested through the extent to which they are concerned about it.
H2: Females are more concerned about their privacy than males and thus they are
concerned about their privacy protection
Some research indicated that because knowledgeable and experienced Internet
users are concerned about their online privacy, they adopt different tools to protect it and
thus feel confident when using the Internet services as they feel they have control over
their online privacy by (LaRose, et al 2001; Yao et al, 2007). On the other hand, other
research studies revealed that knowledgeable and experienced Internet users might not be
concerned about their online privacy because they have not been victimized by a third
party or have not been through an online privacy violation experience. Thus, experienced
and knowledgeable users might feel false sense of security (Yao & Linz, 2008).
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RQ4: Is the level of experience in using the Internet a significant factor in
determining user’s concern about their online privacy?

4.6.3 Perception Research Hypothesis
Based on what Cross and Acquisti (2005) discussed, about 82% of undergraduate
students do not mind to disclose their personal information on their profile. Tufekci
(2008) found that university students perceive it as somehow important to show one’s
identity because it is one of the important attributes of getting connected to people in the
social media platform. However, in 2009, Media Burst concluded that 67.3% of Internet
users between the age group 18-24 years were concerned about privacy issues. It is to be
concluded that undergraduate students perceive sharing their identity on social media as
important yet they are concerned about their privacy as well.
H3: Egyptian Internet users perceive their names, gender, age, personal address, and
interests as public information which can be shared on social media sites.

4.7 Research Variables and Operationalization
The variables identified for this research study are itemized below.
Internet users: people who access social network sites, have e-mail accounts, or surf the
Internet.
Gender: Female and Male
Measurement: nominal
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Education: High School student, university student, university graduate, master’s
student, completed master’s program, Ph.D. student, completed Ph.D program.
Measurement: Ordinal

Awareness: the extent to which people know or do not know of online privacy
policies.
Measurement: Nominal

Experience: the different levels of expertise Internet users have beginners,
intermediate and advanced internet users
Measurement: Ordinal

Concern: levels of concern Internet users have in regards to sharing their
personal information- concerened, neutral or not concerned.
Measurement: Interval

Personal Information: first name, family name, age, gender, address, marital status,
home telephone number, mobile telephone number, interests, languages spoken, personal
photographs, personal videos, chats, posts, and credit card information.

Age: all age ranges from 16 and above
Measurement: Ratio
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Private Profile: SNSs account which may be viewed and accessed by specific users who
are approved by the owner of the account.
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CHAPTER 5
Results and Analysis

5.1. Introduction
A purposive sample of 404 participants answered the questionnaire. The English
language questionnaire was completed by 206 respondents while the Arabic language
questionnaire was filled out by 198 respondents. The Arabic language questionnaires
were all distributed offline, whereas the English version was distributed online. A total of
359 questionnaires out of the collected 404 were fully completed.
The analysis below will be divided into three sections. Section one includes the
analysis of the respondents’ demographics; Section two includes important general
findings; and section three includes the analysis of the research questions and hypotheses
testing.

5.1.1 SECTION 1: DEMOGRAPHICS
Respondents’ Age
The researcher asked respondents to specify their age in an open ended question.
The results showed that the mean age was 29.5 years (n=359, mode=20, and median=
27).
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Respondents’ Gender
Table 1.1
Gender of Respondents
Gender
Answer Options

Percentage

Frequency

Male

33.4%

120

Female

66.6%

239

Total

100%

359

The researcher asked respondents to indicate their gender. The results showed that
a total of 359 respondents answered the gender question; out of which 239 respondents
were females representing the majority 66.6% and 120 respondents were males
representing 33.4% of the sample.

Gender

33.40%
Male
Female
66.60%

Figure 1.1: Gender of respondents
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Respondents’ Level of Education
Respondents were asked to indicate their level of education in a close ended
question. The question included 7 different levels of education as follows: high school
student, university student, university graduate, master’s student, completed master’s
program, PhD student, and completed PhD program.

Table 1.2
Level of Education
What is your level of education?
Answer Options

Percentage

Frequency

High school student

5.3%

19

University student

24.0%

86

University graduate

48.2%

173

Master’s student

13.4%

48

Completed Master’s program

5.8%

21

Ph.D. student

1.4%

5

Completed PhD program

1.9%

7

Total

100%

359

The study asked respondents to refer to their latest level of education from seven
different categories. The results showed that the biggest portion of the sample represented
by 48% is university graduates followed by 24% university students, 13.4% masters
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student, 5.3% high school students, 5.8% completed masters program, 1.4% PhD
students; 1.9% completed their PhD program.

What is your monthly income?
Answer Options

Percentage

Frequency

Less than L.E.1,000

8.6%

31

L.E.1000 – L.E. 3,000

17.0%

61

L.E.3,001 - L.E.5,000

15.6%

56

L.E.5,001 - L.E.10,000

19.5%

70

Over L.E.10,000

10.3%

37

Do not have salary

29.0%

104

Total

100%

359

Respondents’ Monthly Income
Table 1.3 Monthly Income of Respondents
As shown in Table (1.3), respondents who do not receive salaries scored the
highest percentages (n=104, 29%) because 48.2% of the sample are undergraduate
students.

Respondents’ Residence
Respondents were asked to specify which city they live in: Cairo, Alexandria, or any
other city.
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Table 1.4
Residence of Respondents
In what city do you live?
Answer Options

Percentage

Frequency

Cairo

91.6%

329

Alexandria

1.4%

5

Other (Please specify)

7.0%

25

Total

100%

359

The results indicated (n=329, 91.6%) of the sample lives in Cairo, (n=5, 1.4%)
live in Alexandria and (n=25, 7%) live in other cities.

Figure1.2: Residence of respondents
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5.1.2 SECTION 2: GENERAL FINDINGS
Internet Usage
Respondents were asked to specify whether they are Internet users or not, as a
filter question.
Table 2.1
Internet Usage of Respondents
Are you an Internet user?
Answer Options

Percentage

Frequency

Yes

99.3%

401

No (Thank you, please terminate the survey)

0.7%

3

Total

100%

404

The filter question, designed at the beginning of the questionnaire, was answered
by a total of 404 respondents of which the majority of respondents were Internet users.
The results showed that (n=401, 99.3%) respondents were Internet users whereas only
(n=3, 0.7%) were not Internet users. Those who were not Internet users were asked to
quit the questionnaire and were accordingly not included in the analysis.

Figure 2.1: Internet usage
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Email Account
Respondents were asked to indicate whether they have an email account or not.
Table 2.2
Number of People Having Email Accounts
Do you have an email account?
Answer Options

Percentage

Frequency

Yes

98.2%

389

No (skip question 3)

1.8%

7

Total

100%

396

The results showed that (n=389, 98.2%) respondents have an email account, while
only (n=7, 1.8%) respondents do not have an account.

Preferable Search Engines
Respondents were asked to point out the search engine(s) they prefer to use, for
instance, Google, Yahoo!, or a different engine, which they were asked to specify.
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Table 2.3
Preferable Search Engines
Which of the following search engines do you prefer to use? (select all that are
applicable)
Answer Options

Percentage

Frequency

Google

92.4%

366

Yahoo!

6.3%

25

Other (please specify)

1.3%

5

Total

100%

396

Results showed 92.4% of respondents prefer to use Google, while 6.3% prefer to
use Yahoo!. Only 1.3% indicated that they prefer to use other search engines, for
example: Bing.

Figure 2.2: Preferable search engines
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Respondents with Facebook Accounts
Respondents were asked to indicate whether they have a Facebook account or not.

Table 2.4
Facebook Account
Do you have a Facebook account?
Answer Options

Percentage

Frequency

Yes

98.1%

352

No

1.9%

7

Total

100%

359

The results of research indicated that (n=352, 98.1%) respondents do have a
Facebook account, whereas only (n=7 respondent, 1.9%) do not have a Facebook
account.

Information Provided for Online Services/Applications
Respondents were asked to identify which personal information they usually
provide when they start using a new application or service. Twelve alternatives were
given to respondents to choose from, as shown in Table (2.5).
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Table 2.5
Information Provided for Online Services/Applications
What personal information do you usually provide when you start using a new
online service/application: (select all that are applicable).
Answer Options

Percentage

Frequency

First name

97.8%

349

Gender

84.9%

303

Family name

83.2%

297

Age

70.9%

253

Languages you speak

39.2%

140

Interests

31.1%

111

Photographs

30.8%

110

Marital status

29.7%

106

Address

23.5%

84

Mobile phone number

14.3%

51

Home telephone number

4.8%

17

Credit card information

2.0%

7

Table 2.5 shows the ranking order for the personal information respondents
usually provide when they start using a new service or application. The results revealed
that respondents usually provide their first name, family name, and gender when they
start using a new online service/application, while the least mentioned were home
telephone number and credit card infromation. A total of (n=349, 97.8%) respondents
chose to share their first name, (n=303, 84.9%) chose to reveal their gender, and (n=297,
83.2%) indicated that they would share their family name. The least three personal that
the sample would not like to share are: mobile number (n=51, 14.3%), home phone
number (n= 17, 4.8%), and credit card number (n=7, 2%)
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Figure 2.3: Information provided for online services/applications

Respondents’ Expertise as Internet Users
Respondents were asked to specify their level of expertise in using the Internet.
Three levels of expertise were provided: beginner, intermediate, and expert Internet user.
In order to be precise, the three levels were defined next to each alternative.

Table 2.6
Expertise in Using the Internet
Respondents were asked to specify their level of expertise in using the Internet.
Three levels of expertise were provided: beginner, intermediate, and expert Internet user.
In order to be precise, the three levels were defined next to each alternative.
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How much expertise do you have in using the Internet?
Answer Options
Beginner (started to use the Internet)

Percentage

Frequency

3.6%

13

86.6%

311

9.7%

35

100%

359

Intermediate (have an email account, use different
social media websites, good at surfing the Internet)
Expert (capable of developing firewalls, edit and
manage cookies)
Total

Table (2.6) shows the results that the majority of Internet users (n=311, 86.6%)
categorized themselves as intermediate level Internet users. Another (n=35, 9.7%)
indicated that they experts in using the Internet, and only (n=13, 3.6%) agreed that they
are beginners.

Potential consequences to Sharing Personal Information Online
Respondents were asked to rate their perceptions towards the potential
consequences to sharing their personal information online.
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Table 2.7
Potential Consequences to Sharing Personal Information Online

Answer Options

Sharing credit card number

Strongly

Strongly

Neutral

Disagree

240

87

24

5

2

4.56

0.73

187

140

24

4

1

4.43

0.69

150

162

40

5

1

4.27

0.73

72

119

97

53

18

3.48

1.11

51

88

111

82

24

3.17

1.13

Disagree

Mean

Std.

Agree

Agree

Dev.

online might lead to its theft
Sharing personal
photographs online might
lead to unauthorized use of
it
Sharing personal
information online might
lead to identity theft
Sharing personal
information online is likely
to lead to Physical harm
Although there is a very
small chance of serious
harm occurring from sharing
personal information online,
the chances that anything of
consequences happening are
very remote

Table (2.7) lists and ranks the potential consequences to sharing personal
information online, from the highest to the lowest mean. The results showed that the
highest mean where (M=4.56, SD=0.73) for sharing credit card online might lead to its
theft. The second next highest mean (M=4.43, SD=0.69) is for sharing personal
photographs online might lead to unauthorized use of it, whereas the least mean score
(M= 3.17, SD=1.13) although there is a very small chance of serious harm occurring
from sharing personal information online, the chances that anything of consequences
happening are very remote
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Tools Used to Protect Online Privacy
Respondents were asked to identify the tools they use, if any, in order to assess
the level of awareness of the way they protect their online privacy.

Table 2.8
Awareness of Tools Used to Protect Online Privacy
Which of the following tools, if any, do you currently use to protect your
online privacy? (Select all that apply)
Answer Options

Percentage

Frequency

Keep a private profile

59.2%

212

Use conservative photographs

26.3%

94

Install firewalls

25.4%

91

Provide only my first name

25.1%

90

None

20.9%

75

Use software that protect my privacy

18.7%

67

Manage and decline cookies

17.6%

63

Fabricate personal information

8.9%

32

Keep my name anonymous (unknown)

7.8%

28

Use data Encryption option for e-mail account

7.0%

25

Read online privacy policy carefully

6.7%

24

Use fake names

6.4%

23

Total

100

358

Table (2.8) shows the ranking of tools which respondents use to protect their
online privacy, from the most to least frequently used. The results of this question
showed that (n=212, 59.2%) of the sample keep a private profile as a tool to protect their
online privacy. A total number of (n=94, 26.3%) use conservative photographs online to
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protect their privacy online. Only (n=25, 7.0%) used data Encryption option for e-mail
account to protect their online privacy.

Level of Concern about Sharing Online Personal Information with Service
Providers

This question was designed on a three-point Likert scale to assess the level of
respondents’ attitudes towards sharing their personal information online with other
service providers. The three-point Likert scale was represented as follows: very
concerned, netural, and are not concerned about personal information. The results shows
that (n=176, 49.3%) are very concerned about their personal information and online
privacy, (n=158, 44.3%), feel neutral while only (n=23, 6.4%), are not concerned about
their personal information and online privacy. The high percentage of those who said
they are neutral about their concern may be due to their lack of awareness of the issue of
privacy. The statement had a mean of 2.57 and a standard deviation of 0.61.

Figure 2.4: Level of concern about sharing online personal information with service
providers
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Table 2.9
Reasons Why Internet Users Do Not Read the Online Privacy Policies
On a scale from strongly agree to strongly disagree, please rate why you think you skip
reading the online privacy policy:
Answer
Strongly
Strongly
St.
Frequenc
Agree Neutral Disagree
M
Agree
Disagree
Dev.
y
Options
It is too long
173
70
21
3
1
and
4.53 0.72
268
64.6% 26.1% 7.8%
1.1%
0.4%
complicated
I want to use
83
86
54
31
9
that service
anyway
regardless of
the risks
I am not
concerned with
online privacy
policies

31.6%

32.7%

20.5%

11.8%

3.4%

36

56

83

66

21

13.7%

21.4%

31.7%

25.2%

3.77

1.11

263

3.08

1.15

262

8%

I do not know
60
55
59
56
31
that online
privacy
3.22 1.33
policies are
23%
21.1% 22.6%
21.5%
11.9%
important
My friends told
29
28
59
43
100
me to skip
2.39 1.38
reading the
11.2% 10.8% 22.8%
16.6%
38.6%
privacy policy
All the people
74
64
58
38
27
that I know did
3.46 1.31
not read the
28.4% 24.5% 22.2%
14.6
10.3%
privacy policy
Table (2.9) shows that (n=286, 64.6%) respondents strongly agreed that
they do not read the online privacy policy because it is too long and
complicated, while (n=268, 0.4%) strongly disagreed that the online privacy
policy is too long and complicated, M=4.53, SD=0.72.

61

261

259

261

5.1.3 SECTION 3: RESEARCH QUESTIONS AND HYPOTHESES
Section three will include illustrations and discussions of each research question
and hypothesis based on the earlier and upcoming results. Listed below are the research
questions and hypotheses of the study.
Awareness:
RQ1: What is the level of awareness of online privacy policies amongst Egyptian Internet
users?
RQ2: Is age a significant variable in determining the level of awareness of
privacy policies?
RQ3: Is education level a significant factor in Internet users’ online privacy policy
awareness?
H1: Females are more aware of the Internet privacy issues than men.

Attitudes:
RQ4: Is the level of experience in using the Internet a significant factor in determining
user’s concern about their online privacy?
H2: Females are more concerned about their privacy than males and thus they are
concerned about their privacy protection
.
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Perceptions:
H3: Egyptian Internet users perceive their names, gender, age, personal address, cell
phone number, hobbies and interests as public information which can be shared on social
media sites.

Research Question 1
What is the level of awareness of online privacy policies amongst Egyptian
Internet users?
Respondents were asked to identify whether they are aware of the different
privacy policies in general and whether they are attentive to their specifics. The results
showed that (n=289, respondents 73%) did not read their email account privacy policy
when registering their accounts; (n=217, 54.8%) indicated that in general they do not read
the privacy policies of social media networks or applications. Another (n=143, 36.1%)
said that they skim through the privacy policy. A total of (n=224, 62.4%) did not read
Facebook privacy policy, whereas (n=302, 84.1%) did not read Google’s updated privacy
policy (of March 2012). The results showed that there is low level of awareness of online
privacy policies among Egyptian Internet users. All results are illustrated in the following
tables and figures.
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Table 3.1
Identifying the General Level of Awareness and Readership of Email Account Privacy
Policy
Did you read your e-mail account privacy policy when registering your e-mail account?
Answer Options

Percentage

Frequency

Yes

27.0%

107

No

73.0%

289

100

396

Total

Table (3.1) shows that the majority (n=289, 73%) do not read their e-mail account
privacy policy when registering their e-mail account.

Figure 3.1: Identifying the general level of Awareness and readership of e-mail account
privacy policy
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General Awareness of Privacy Policy

Table 3.2
Identifying the General Level of Awareness and Readership of Social Networks and
Applications Privacy Policy
Table 1
In general, do you read the privacy policy of search engines, social networks, or
applications you intend to use?
Answer Options

Yes, I read the privacy policy carefully

Percentage

Frequency

9.1%

36

36.1%

143

54.8%

217

100

396

I skim through it
No, I do not read it at all
Total

Table (3.2) shows that the majority of respondents (n=217, 54.8%) do not read the
privacy policy of search engines, social networks, or applications, whereas only
(n=36, 9.1%) read the privacy policy.

Figure 3.2: Identifying the general level of awareness and readership of social
networks and applications privacy policies.
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Awareness of Facebook Privacy Policy
Respondents were asked whether they read Facebook’s privacy policies or not.

Table 3.3
Identifying the Level of Awareness and Readership of Facebook Privacy Policy
Have you read Facebook’s privacy policy?
Answer Options

Percentage

Frequency

Yes

37.6%

135

No

62.4%

224

100

359

Total

The results of Table (3.3) revealed that (n=224, 62.4%) of the sample did not read
Facebook privacy policy while (n=135, 37.6%) have read it.

Figure 3.3 Identifying the level of awareness and readership of Facebook
Privacy Policy
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Table 3.4
Level of Content Awareness and Careful Readership of Facebook Privacy
Policies as of May 11, 2012.
What do you think of Facebook privacy policy? Please tell us whether each of
the policies below is true, false or you do not know of).
Answer Options
True
Do not
False
Total
know
When I sign up for Facebook, the
106
66
182
354
information that I provide about my
name, email address, birthday, gender,
profile picture is considered public and 29.9% 18.6% 51.4%
is shared with other people who are not
my Facebook "friends", including other
companies.
Facebook uses the information they
32
151
170
353
receive to deliver ads and to make
9.1%
42.8%
48.2
them more relevant to you.
Deactivating my Facebook account
17
137%
198
352
puts my account on hold but Facebook
4.8%
38.9% 56.3%
does not delete any of my information.
My friends will still see me listed in
their list of friends while my account is
deactivated.
When I delete an account, it typically
takes about one month to be deleted.
My friend may still have a message I
sent, even after I delete my account.
Advertisers are given the opportunity
to choose their audience by location,
demographics, likes, keywords
provided by Facebook users.
When I sign up for Facebook, the
information that I provide about my
name, email address, birthday, gender,
profile picture is considered private
and not shared with anyone except my
Facebook friends.

132
37.4%

140
39.7%

81
22.9%

353

51

256

43

350

14.6%

73.1%

12.3%

43

194

113

12.3%

55.4%

32.3%

4

164

184

1.1%

40.6%

52.3%

124

100

128

35.2%

28.4%

36.4%

350

352

352

This question was designed to test to what extent Facebook users read its privacy
policies. The alternatives used for that question are cited from Facebook privacy policy as
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of May 11th, 2012, thus they are all correct statements, except for the last alternative. The
results of this question should show how much people are aware and carefully read the
policies.
As shown in Table (3.4), out of the seven true statements, the majority of
respondents agreed that four are false and two statements they do not know of. Therefore,
this result can indicate that respondents are not fully aware of the policies or did not read
it carefully. The first three given alternatives are the first three policies mentioned on
Facebook privacy policies, of which respondents agreed that they are false statements.
More than half of the respondents (n=182, 51.4%) agreed that the first policy stated is
false while (n=66, 18.6%) said they do not know of it; which shows that respondents are
not aware of it. This policy is intended to let the users know that when one signs up for
Facebook ‘the information that I provide about my name, email address, birthday,
gender, and profile picture is shared with other people who are not my Facebook friends,
including other companies’.
For the second statement, respondents said that it is false (n=170, 48.2%) and
others agreed that they do not know of it (n=151, 42.8%). This policy indicates that
Facebook ‘uses the information they receive to deliver ads and to make them more
relevant to you’. Regarding, the third statement ‘deactivating my Facebook account puts
my account on hold but Facebook does not delete any of my information’, the majority of
respondents (n=198, 56.3%) agreed that the statement is false, whereas (n=137, 38.9%)
said that they do not know whether the statement is true or false. More than half of the
respondents (n=184, 52.3%) agreed that the seventh statement ‘Advertisers are given the
opportunity to choose their audience by location, demographics, likes, keywords
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provided by Facebook users’ is false, while (n=164, 40.6%) said that they do not know
whether it is true or false.
Two of the policies, the majority of respondents agreed that they do not know of
it. The majority (n=256, 73.1%) agreed that they do not know of the privacy policy which
states that ‘when I delete an account, it typically takes about one month to be deleted’.
Further, (n= 194, 55.4%) respondents agreed that they also do not know of the policy that
states ‘Advertisers are given the opportunity to choose their audience by location,
demographics, likes, keywords provided by Facebook users’.

Level of Awareness of Google’s Updated Privacy Policies
Respondents were asked to indicate their awareness of Google updated privacy
policy, as of 1st March 2012.

Table 3.5
Level of Awareness of Google’s Updated Privacy Policies as of 1st March 2012
Do you know that on March 1, 2012, Google updated its web privacy policy?
Answer Options

Percentage

Frequency

Yes, I know

15.9%

57

No, I do not know

84.1%

302

100

359

Total

The results indicated that (n=302, 84.1%) did not read Google’s updated
privacy policy. Only (n=57, 15.9%) read Google’s updated privacy policy.
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Therefore, most of the respondents were unaware of Google’s privacy policy
updates.
Respondents were asked to indicate whether some aspects of Google’s privacy
policy are true, false, or if they do not know of. All the listed aspects of the privacy
policies were true.
Table 3.6
Level of Content Awareness of Google Updated Privacy Policies
If you read Google’s privacy policy, please tell us whether each of the policies below is
true, false or do not know of.
Answer Options

True

I do not
know

False

Google’s privacy policy grants itself the right to store
your personal information

80

220

7

26.1
%

71.7%

2.3%

76

221

11

24.7
%

71%

3.6%

57

241

10

18.5
%

78.2%

3.2%

80

221

7

26%

71.8%

2.3%

59

238

11

Google’s privacy policy grants itself the right to
integrate all your personal information across its
applications and services
If you want to take full advantage of the sharing
features Google offers, it might also ask you to create
a publicly visible Google Profile, which may include
your name and photo
Google may collect information about the services
that you use and how you use them
Google may collect device-specific information (such
as your hardware model, operating system version,
unique device identifiers, and mobile network
information including phone number).
Google may associate your device identifiers or phone
number with your Google Account.

When you use Google's services or view content
provided by Google, it may automatically collect and
store certain information in server logs.
When you use a location-enabled Google service, it
may collect and process information about your actual
location, like GPS signals sent by a mobile device.
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Total

307

308

308

308

308

19.2
%

77.3%

3.6%

65

226

16

21.2
%

73.6%

5.2%

70

228

8

22.9
%

74.5%

2.6%

86

210

7

28.4
%

69.3

2.3%

307

306

303

Respondents across each Google’s privacy policy indicated that they do
not know and are not aware of it. The highest count, (n=241, 78.2%) given to the policy
which states that if an individual wants to take full advantage of sharing features Google
offers, it might also ask to create a publicly visible Google Profile, which may include the
individual’s name and photo.

Table 3.7
Level of Awareness of Information Stored on Google
What information do you think Google stores about your personal life? (Please
select all that applies)
Answer Options

Percentage

Frequency

Search History

70.5%

253

Browser Sites

61.6%

221

Languages you use

51.5%

185

Personal Information

51.0%

183

Contact mailing lists

46.5%

167

Calendar and activities

39.3%

141

Photographs

37.6%

135

Internet Protocol Address

34.0%

122

Documents

32.9%

118

Table (3.7) ranks the information the respondents think Google stores about
their personal life. The results revealed that (n=253, 70.5%) are aware that Google stores
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their search history and (n=221, 61.1%) are aware that Google stores their browser sites,
(n=185, 51.5%) know that Google stores the languages they use. Only (n=118, 32.9%)
are aware that the Google stores their Google documents.

Research Question 2
Is age a significant variable in determining the level of awareness of
privacy policies?

Table 3.8
ANOVA: The Relationship between Age and Awareness
Age
N
Q9. Awareness of 359
Facebook Privacy
Policy
Awareness of
Google Privacy
Policy

M
29.5

df

F

Sig.

2

3.91

0.02

2

0.93

0.39

An ANOVA test was computed to assess the significance level between age and
awareness of both Facebook and Google Privacy Policies. Table (3.8) shows that there is
significance between age and the awareness of Facebook Privacy Policy at P=0.02,
significant at the level 0.05. However, there is no significance between age and the
awareness of Google Privacy Policy, insignificant at 0.39.
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Research Question 3
Is education level a significant factor with regards to the awareness of online
privacy policies?
As highlighted in the literature review, there has been no research conducted to
test the significance of the level of education in relation to awareness of online privacy
policies.

Table 3.9
The Relationship between Education and Keeping Updated with and Aware of Online
Privacy Policies
Do you know that What is your level of education?
on March 1, 2012,
Google updated
its web privacy

Total

High

University University Master's Completed Ph.D.

school

student

graduate

student

student

Master's

Completed

student Ph.D.

program

program

policy?
Yes

No

Total

Frequency 0

12

21

15

7

0

2

57

Percentage 0

14.0%

12.1%

31.3%

33.3%

0

28.6%

15.9%

Frequency 19

74

152

33

14

5

5

302

Percentage 100.0% 86.0%

87.9%

68.8%

66.7%

100.0% 71.4%

84.1%

Frequency 19

173

48

21

5

359

100.0%

100.0% 100.0%

86

Percentage 100.0% 100.0%

73

7

100.0% 100.0%

100.0%

Chi-Square Tests

Pearson Chi-Square
Likelihood Ratio
Linear-by -Linear
Association
N of Valid Cases

Value
17.336a
18.505
11.147

4
4

Asy mp. Sig.
(2-sided)
.002
.001

1

.001

df

359

a. 1 cells (10.0%) hav e expected count less t han 5. The
minimum expected count is 3.02.

As table (3.9) shows, the results indicated that the highest percentage of Internet
users who said that they are aware that Google had updated its privacy policy in March
2012, are those who completed their masters degree representing (33.3%), followed by
masters students representing (31.3%), then those who completed their PhD representing
(28%). The results showed a significant relationship between education and being aware
that Google has updated its privacy policy where the calculated value of Chi-was 17.336
and p = 0.002. Therefore, the education factor is of significance in keeping respondents
updated and being aware of Google’s online privacy policy. The data distribution
indicates that awareness of Google’s privacy policy updates is likely to increase with a
higher level of education.
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Table 3.10
The Relationship between Education and Reading Facebook Privacy Policies
What is your level of education?
Have you read
Facebook
privacy policy?

High
Completed
Completed
University University Master's
Ph.D.
school
Master's
Ph.D.
student
graduate student
student
student
program
program

Frequency

4

35

68

19

6

1

2

Percentage

21.1%

40.7%

39.3%

39.6%

28.6%

20.0%

28.6%

Frequency

15

51

105

29

15

4

5

Percentage

78.9%

59.3%

60.7%

60.4%

71.4%

80.0%

71.4%

Frequency

19

86

173

48

21

5

7

Percentage 100.0%

100.0%

100.0% 100.0%

100.0%

Yes

No

Total
100.0% 100.0%

Chi-Square Tests

Pearson Chi-Square
Likelihood Ratio
Linear-by -Linear
Association
N of Valid Cases

Value
4.497a
4.795
.181

6
6

Asy mp. Sig.
(2-sided)
.610
.570

1

.670

df

359

a. 4 cells (28.6%) hav e expected count less t han 5. The
minimum expected count is 1.88.

As table (3.10) shows, the results indicated that the highest percentage of Internet
users who said that they read Facebook privacy policies are university students
representing (40.7%), followed by masters degree students representing (39.6%), then
those who are university graduates representing (39.3%). The results showed no
significance in relating education to reading Facebook’s privacy policy where the
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calculated value of Chi-was 4.497, and p = 0.61. Therefore, education seems to be
significant in relation to knowing about online privacy policy updates yet not significant
in relation to indepth reading of such policies.

Hypothesis 1:
Females are more aware of Internet privacy issues than men.
This hypothesis is tested through cross tabulating the gender and awareness
questions, and running Chi-Square tests on both Facebook and Google privacy policies.
To test this hypothesis, a question is designed to assess to what extent the Internet users
get involved in the reading the online privacy policies of Facebook and Google. Seven
privacy policies were selected from Facebook and Google online privacy policies and
were listed as true statements. The final alternative is a reverse of the first policy and is
an untrue statement.
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Table 3.11
The Relationship between Gender and Awareness of Facebook Privacy Policies
Cross-Tab

106
29.9%

Don’t
know

21
17.6%

45
19.1%

66
18.6%

Value

Q.9 When I sign up for Facebook, the information
that I provide about my about my name, email
address, birthday, gender, profile picture is
considered public and is shared with other people
who are not my Facebook "friends", including
other companies

False

True

73
61.3%

109
46.4%

182
51.4%

Facebook uses the
information they receive
to deliver ads and to make
them more relevant to you

False

Deactivating my Facebook
account puts my account
on hold but Facebook
does not delete any of my
information

False

My friends will still see me
listed in their list of friends
while my account is
deactivated

False

When I delete an account,
it typically takes about
one month to be deleted

False

My friend may still have a
message I sent, even after
I delete my account

False

8
6.8%
48
40.7%
62
52.5%
5
4.2%
48
40.7%
65
55.1%
25
21.2%
57
48.3%
36
30.5%
8
6.8%
83
70.9%
26
22.2%
11
9.5%
67
57.8%
38
32.8%
1
0.9%
56
47.9%
60
51.3%
35
29.9%
40
34.2%

24
10.2%
103
43.8%
108
46%
12
5.1%
89
38%
133
56.8%
107
45.5%
83
35.3%
45
19.1%
43
18.5%
173
74.2%
17
7.3%
32
13.7%
127
54.3%
75
32.1%
3
1.3%
198
46%
124
52.8%
89
37.9%
60
25.5%

32
9.1%
151
42.8%
170
48%
17
4.8%
137
38.9%
198
56%
132
37.4%
140
39.7%
81
22.9%
51
14.6%
256
12.3%
43
12.3%
43
12.3%
55.4%

Advertisers are given the
opportunity to choose
their audience by
location, demographics,
likes, keywords provided
by Facebook users
When I sign up for
Facebook, the information
that I provide about my
name, email address,

Don’t
know
True

Don’t
know
True

Don’t
know
True

Don’t
know
True

Don’t
know
True
False
Don’t
know
True
False
Don’t
know
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Chi-Square

Total

Gender
Male
Female
25
81
21.1% 34.5%

113
32.3%
4
1.1%
164
46.6%
184
52.3%
124
35.2%
100
28.4%

df

8.31

1.91

2

2

Sig.

0.01

0.33

0.31

2

0.85

20.2

2

0.00

21.45

2

0.00

1.2

2

0.52

0.21

2

0.89

3.47

2

0.176

birthday, gender, profile
picture is considered
private and not shared
with anyone except my
Facebook friends

True

42
35.9%

86
36.6%

128
36.4%

Table (3.11) shows that out of the 7 Facebook policies, 3 policies (1st, 4th and 5th
policy) showed significant difference between gender and awareness variables, P=0.01,
0.00 and 0.00 respectively. However the remaining four statements did not show
significance with gender. The majority of males 61.3% said that the first policy was true,
which indicates that they most likely have read it whereas 46.4% of females said that it
was true. As for the fourth policy, 30.5% of males said that the policy was true whereas
19.1% of females said that it was untrue. The results of the 5th policy show that 74.2% of
females said that they do not know it against 70.9% for males. Therefore the results
indicated that females are likely to have less awareness than men in regards to Google
privacy policies.
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Table 3.12
The Relationship between Gender and Awareness of Google’s Privacy Policies
Cross-Tab

Q.12 Google’s privacy policy grants itself the right
to store your personal information

False
Don’t
know
True

Google’s privacy policy grants itself the right to
integrate all your personal information across its
applications and services

False

If you want to take full advantage of the sharing
features Google offers, it might also ask you to
create a publicly visible
Google Profile, which may include your name and
photo

False

Google may collect information about the
services that you use and how you use them

False

Don’t
know
True

Don’t
know
True

Don’t
know
True
Google may collect device specific
information (such as your hardware model,
operating system version, unique device identifiers,
and mobile network information including phone
number).

False

Google may associate your device identifiers or
phone number with your Google Account.

False

Don’t
know
True

Don’t
know
True
When you use Google's services or view content
provided by Google, it may automatically collect
and store certain information in server logs.

False

When you use a location enabled Google service, it
may collect and process information about your
actual location, like GPS
signals sent by a mobile device.

False

Don’t
know
True

Don’t
know
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7
2.3%
220
71.7%

39
35.8%
3
2.8
69
63.3%
37
33.9%
2
1.8%
79
72.5%
28
25.7%
2
1.8%
70
64.2%
37
33.9%
2
1.8%
77
70.6%
30
27.5%
3
2.8%
67
61.5%
39
35.8%
3
2.8%
68
62.4
38
34.9%
3
2.8%
67
62%

80
26.1%
11
3.6%
221
71.8%
76
24.7%
10
3.2%
241
78.2%
57
18.5%
7
2.3%
221
71.8%
80
26%
11
3.6%
238
77.3
59
19.2%
16
5.2%
226
73.6%
65
21.2%
8
2.6%
228
74.5%
70
22.9%
7
2.3%
210
69.3%

41
20.7%
8
4%
152
76.4%
39
19.6%
8
4%
29
81.4%
29
14.6%
5
2.5%
151
75.9%
43
21.6%
9
4.5%
161
80.9%
29
14.6%
13
6.6%
159
80.3%
26
13.1%
5
2.5%
160
81.2%
32
16.2%
4
2.1%
143
73.3%

Chi-Square

Total

Gender
Male
Female
2
5
1.8%
2.5%
68
15.2
62.4% 76.8%

Value

df

8.3

7.87

2

2

Sig.

0.01

0.02

6.45

2

0.04

5.6

2

0.06

8.55

2

0.01

22.38

2

0.00

13.98

2

0.01

4.17

2

0.12

True

38
35%

48
24.6%

86
28.4%

The results of Table (3.12) show that 6 out of the 7 Google policies showed
significance between gender and awareness variables at the level of ≤0.05. The results
show that the majority of females indicated that they do not know and are not aware of
the listed Google policies whereas males showed slightly more awareness of Google’s
privacy policies. Although the percentages of both females and males are considered high
in regards to not knowing and are being unaware of Googles privacy policies, yet the
percentages of unawareness of males were slightly lower than females.
The results of both Tables (3.11 & 3.12) indicate that males tend to have more
awareness than females in regards to Google and Facebook privacy policies. The
awareness is likely to increase amongst males more than females Internet users.
Therefore, the hypothesis ‘Females are more aware of Internet privacy issues than men’
is rejected.
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Hypothesis 2:
Females are more concerned about their privacy than males and thus they are
concerned about their privacy protection.

Past research conducted shed some lights on females’ concern about their online
privacy policy.

Table 3.13
The Relationship between Gender and Concern
Question
Q.18 How
concerned are
you about
sharing your
online
personal
information
with service
providers?

Options
I am very
concerned
about my
personal
information
and online
I am neutral
about my
online privacy

I am very
concerned
about my
personal
information
and online
Total

Male
4

Female
55

Total
59

% within Q
19 gender

16%

69.6%

56.7%

Count

15

23

38

%% within
Q 19
gender
Count

60%

29.1%

36.5%

6

1

7

% within Q
19 gender

24%

1.3%

6.7%

Count

25

79

104

% within Q
19 gender

100%

Count

100% 100%

Table (3.13) shows that 69% of females are very concerned about sharing their
online personal information, whereas 16% of males are concered. The majority of males
60% said that they feel neutral about their online privacy.
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Table 3.14
T-Test: The Relationship between Gender and Concern about Online Privacy
T-Test
Q 19
N
Gender
Q18. How concerned are you
about sharing your online
personal information with
service providers?

Male

Mean Std. t
Dev.

119 2.47

0.65

Female 238 2.78

0.56

4.72

df

Sig. (2tailed)

355

0.00

As shown in Table (3.13), the results of the T-test shows that females are more
concerned than males about their online privacy (n=238, M=2.78, SD=0.65). There is a
significant difference between gender and concern about online privacy where the
calculated t is 4.72 p= 0.00 at the level of 0.05.

To further illustrate the relationship between gender and attitudes and actions
towards protecting privacy, the gender factor was examined in relation to the different
tools Internet users utilize to protect their privacy. In order to measure this hypothesis and
to check its significance, respondents were asked to select all the applicable tools that
they use, if they are concerned, to protect their online privacy. The choices that were
presented to the respondent ranged from simple tools to more advanced ones, for
example, fabricating personal information, keeping name anonymous, using conservative
photographs, providing first names only, keeping a private profile, using fake names,
using softwares that protect privacy, installing firewalls, using data encryption option for
email accounts, reading online privacy policy carefully, and managing and declining
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cookies. All these alternatives were statistically insignificant with gender except for
keeping a private profile.

Table 3.15
Chi-Square: The Relationship between Gender and Keeping a Private Profile
Pearson’s Chi-Square
Tests
Male Female Value df Sig. (2sided)
Q.17_5 Keep a No
Count
18
23
12.22 1
0.00
private profile

Yes

% with
gender
Q19
Count

69.2% 29.1%

% with
gender
Q19

30.8% 70.9%

8

56

As shown in table (3.15), 70.9% of females use the private profile tool to protect
their privacy (n=56) whereas only 30.8% of males keep their profile private (n=8). The
differences are significant at Chi= 13.22, and p= 0.00.
Therefore, gender is a significant factor in relation to online privacy concern and
keeping a private profile. Thus, the hypothesis “Females are more concerned than males
about their privacy protection” is accepted.
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Research Question 4
Is the level of experience in using the Internet a significant factor in determining
users’ concern about their online privacy?

Table 3.16
ANOVA: Is the level of experience in using the Internet a significant factor in
determining users’ concern about their online privacy?
How Concerend are you aout sharing your online personal

ANOVA

information with service providers?
Level of

N

Mean

Std. Dev.

Expereince

Sum of

df

F

Sig.

2

0.26

0.77

Squares

Beginner

13

1.46

0.66

Intermediate

311

1.58

0.60

Expert

33

1.55

0.66

Total

357

1.57

0.612

0.19

A oneway between subjects ANOVA was conducted to compare the impact of
Internet users level of experience on their attitudes and concerns about their online
privacy. The results of the ANOVA test illustrated in table (3.16) reveal that there is no
significant impact of the level of experience and Internet users concerns about their
online privacy.
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Hypothesis 3:
Egyptian Internet users perceive their names, gender, age, personal address,
interests as public information which can be shared on social media sites.

Table 3.17
Egyptian Internet users’ perception of information as public or private
Please rate each personal data item that best represents what information you perceive as not private which you
are willing to share with search engines and other companies, and what information you perceive as private and
which you are not willing to share.

Answer Options
First name
Family name
Age
Gender
Address
Marital status
Home telephone number
Mobile phone number
Interests
The languages you speak
Personal Photographs
Personal Videos
Chats
Posts
Credit card information

Private

Somehow private

Not private

Mean

Std. Dev.

27
7.6%
50
14%
66
18.4%
27
7.6%
272
76.8%
130
36.8%
327
91.1%
304
85.1%
67
18.9%
42
11.8%
271
76.1%
281
78.7%
295
83.3%
155
43.8%
337
94.1%

78
21.8%
85
23.9%
132
36.9%
78
22%
59
16.7%
138
39.1%
26
7.2%
42
11.8%
151
42.5%
89
25.1%
66
18.5%
58
16.2%
42
11.9%
134
37.9%
14
3.9%

252
70.6%
221
62.1%
160
4.7%
250
70.4%
23
6.5%
85
24.1%
6
1.7%
11
3.1%
137
38.6%
224
63.1%
19
5.3%
18
5%
17
4.8%
65
18.4%
7
2%

1.37

0.62

1.52

0.72

1.74

0.75

1.37

0.62

2.70

0.58

2.13

0.77

2.89

0.35

2.82

0.45

1.80

0.73

1.49

0.69

2.71

0.56

2.74

0.54

2.79

0.51

2.25

0.74

2.92

0.33

As shown in table (3.17), the results showed that respondents perceive credit card
information (n=337, 94.1%, M=2.92, SD=0.33), home phone numbers (n=304, 91.1%,
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M=2.89, SD=0.35) and mobile telephone numbers (n=304, 85.1%, M=2.82, SD=0.45),
chats (n=295, 83%, M=2.79, SD=0.51), personal videos (n=281, 78.7%, M=2.74,
SD=0.54), address (n=272, 76.8, M=2.70, SD=0.58), personal photographs (n=271,
76.1%, M=2.71, SD=0.56) as relatively private information and are not mostly willing to
share it with search engines and other companies.
Information perceived as relatively not private includes first name (n=252, 70.6%,
M=1.37, SD=0.62), gender (n=250, 70.4%, M=1.37, SD=0.62), and language (n=224,
63.1%, M=1.49, SD=0.69). Age (n=132, 36.9%, M=1.74, SD=0.75) and interests (n=151,
42.5%, M=1.80, SD=0.73) fall in the middle and are perceived as somehow private
information. The hypothesis is therefore partially accepted.

86

CHAPTER 6
Discussion and Recommendations

This chapter will be further interpreting and discussing the analysis of the results
and providing conclusions for the findings reported in the previous chapter. It will also
highlight the limitations and present recommendations for further study.
As the use of the Internet and social media sites have been increasing
dramatically over the years, concerns about online privacy have also increased. This
study aimed to assess the level of awareness, attitudes towards, and perceptions of
online privacy policies amongst the Egyptian Internet users. The impacts of
demographics (age, gender, and education levels) are also tested against the levels of
awareness, attitudes, and perceptions of online privacy policies. The study investigated
four research questions namely: (1) what is the level of awareness of online privacy
policies amongst Egyptian Internet users?; (2) is age a significant variable in
determining the level of awareness of privacy policies?; (3) is education level a
significant factor in Internet users’ online privacy policy awareness?; and (4) is the level
of experience in using the Internet a significant factor in determining user’s concern
about their online privacy? The study also investigated three hypotheses namely: (1)
females are more aware of the Internet privacy issues than men; (2) females are more
concerned about their privacy than males and thus they are concerned about their
privacy protection; and (3) Egyptian Internet users perceive their names, gender, age,
personal address, cell phone number, hobbies and interests as public information which
can be shared on social media sites.
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The results of this study reveal that generally there is a low level of awareness of
online privacy policies amongst Egyptian Internet users. Knowledge of Facebook and
Google’s online privacy policies, as well as email accounts, appeared to be very low. The
study showed that 84.1% of respondents did not read Google’s privacy policy, 73% did
not read their email account privacy policy when registering their accounts, and 62.4%
did not read Facebook’s privacy policy. To further assess the level of awareness,
respondents were asked whether they were aware of any of Google’s updated online
privacy policies which took effect on 1st March, 2012 and of Facebook’s online privacy
policies as well.
First, respondents showed low levels of content awareness of Google updated
privacy policies as the majority indicated that they were not aware of any changes or
updates. The only policy that 78.2% of respondents indicated that they were aware of was
the policy which stated that if an individual wants to take full advantage of sharing
features Google offers, it might also ask to create a publicly visible Google Profile.
Second, although the results of the level of content awareness of Facebook’s
privacy policies were more distributed on the three-point Likert scale than Google’s
results, the majority of respondents indicated that four policies out of the seven online
privacy policies were false, two policies they were not aware of, and only one was true
(when they were all true). Comparing the results of both Google and Facebook,
respondents seemed to be aware that they do not have much knowledge of Google’s
updated online privacy policies. However, they thought that they were aware of
Facebook’s online privacy policies, when they were not. It is worth noting that the first
three statements on this question were the first three policies listed on Facebook’s online

88

privacy policies; Still, respondents said that they were false statements. More than half of
the respondents agreed that the first policy which stated that ‘the information that I
provide about my name, email address, birthday, gender, and profile picture is shared
with other people who are not my Facebook friends, including other companies’ is false,
when it is true.
It is argued that because some people are not much aware of online privacy
policies and risks, they are not aware that the information they provide could be possibly
owned and used by a website and thereby tend to trust that their information will not be
shared (Cunningham, Masoodian & Adams, 2010). The low levels of readership and
content awareness of online privacy policies appeared to be due to its length and
complexity. Some 64.55% of users strongly agreed that due to the length and complexity
of online privacy policies, they are not encouraged to read it. Therefore, it is safe to
conclude and assert that there is lack of awareness of online privacy policies amongst
Egytian Internet users.
The Communication Privacy Management Theory (CPM) postulates that privacy
can differ according to situations, rules, and boundaries set for privacy in relation to
gender, culture and motivations (Petronio, 2000c). This study sought to test whether
awareness, attitudes towards, and perceptions of online privacy issues among Egyptian
Internet users differ according to age, gender, and education. In the body of literature, the
importance of age variable to this topic was highlighted. Rainie (2010) argues that
although 93% of web users and social media users are youngsters ages 19-28, yet there
has been an increase in the use of the Internet among seniors ages 50 and above. Further,
males, 18-34 years old constitute the majority of Facebook users in Egypt (Social Media
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Bakers, 2012). By January 2014, the number of Facebook users has reached 16.8 million
Egyptian users (El Sayed, 2014). Hence, the second research question for this study was
set to examine whether age is a significant variable in determining the level of awareness
of online privacy policies.
An ANOVA test was computed to assess the relationship between age and
awareness of both Facebook and Google Privacy Policies. The average (mean) age of the
359 repondents was 29.5 years old. The results of the ANOVA test shows that there is
significance between age and awareness of Facebook Privacy Policy at P=0.02,
significant at the level 0.05. However, there is no significance between age and the
awareness of Google privacy policy, insignificant at 0.39. Past studies revealed that 49%
of teenagers ages 12-17 sought guidance on their online privacy issues from their friends
while 41% seek it from their parents (Lenhart et al, 2013). This could further explain that
for certain age groups, awareness of privacy issues could be possibly approached through
family and friends and not through reading the online privacy policies.
The third research question sought to find if there was significance between
respondents’ level of education and their awareness of the online privacy policies. The
relationship between to what extent respondents know about Google’s updated online
privacy policy and the education factor was assessed. The Chi-Square test results
indicated that the highest percentage of the Egyptian Internet users who said that they are
aware of Google updating its privacy policy in March 2012, were those who completed
their masters degree representing 33.3%, followed by masters students representing
(31.3%). There was a significance between education and the awareness of Google
updates, where the calculated value of Chi-was 17.336 and p = 0.002. Therefore, the
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education factor is of significance in keeping awareness of the online privacy policies.
However, the relationship between users’ level of education and awareness of Facebook
privacy policies was insignificant, where the calculated value of Chi = 4.497 and p =
0.61. Facebook online privacy policies were read by 40.7% of university students 39.6%
of master’s degree students.
We can assume that the education factor is significant to being aware of Google’s
online privacy policies updates but not significant in relation to being aware of Facebook
online privacy policies. This result may be due to two factors (a) because people in other
communication modes, like face-to-face, can somehow control their privacy, they reflect
this privacy control sense on social media sites and mistakenly assume that their personal
information is only accessed and viewed by their selected groups (Ziegele & Quiring,
2011) and accordingly they trust the website and do not give much attention to reading
online privacy policies; (b) even though many users could be aware of the risks that they
might face out of revealing their detailed personal information, they still give more value
to the socialization benefit than their own privacy (Hui et al, 2007). The awareness of
Google and Facebook privacy policies were measured on two involvement levels to
identify to what extent Internet users are aware of the policies. On the first level, a
general awareness question was posed at the beginning. Respondents were asked if they
were “aware” of Google’s updated policy on March 1st, 2012. On the second level,
respondents were asked if they have “read” the policies to indicate which of the policies
are true. A similar approach was taken to test the awareness of Facebook policies.
However, respondents were asked if they “read” Facebook’s policy and to make sure that
they read it, they were asked to indicate which of the policies were true. Reading and
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interpreting the policies takes a lot more effort and involvement than just being aware of
them. Therefore, the education factor is significant to being aware of Google’s online
privacy policies.
The fourth research question was assessing whether the users’ level of
experience in using the Internet is a significant factor in determining their concern about
their online privacy. The issue about whether experienced Internet users are concerned
about their online privay is still controversial. On the one hand, some research indicated
that because knowledgeable and experienced Internet users are concerned about their
online privacy, they adopt different tools to protect it and thus feel confident when using
the Internet services as they feel they have control over their online privacy by (LaRose,
et al 2001; Yao et al, 2007). On the other hand, other research studies revealed that
knowledgeable and experienced Internet users might not be concerned about their online
privacy because they have not been victimized by a third party or have not been through
an online privacy violation experience. Thus, experienced and knowledgeable users
might feel false sense of security (Yao & Linz, 2008). A oneway between subjects
ANOVA was conducted to assess the impact of Egyptian Internet users’ level of
experience on their attitudes and concerns about their online privacy. The results of the
ANOVA revealed that there was no significance of the experience level in regards to
Internet users’ concerns about their online privacy.
The study then looked at gender in more details. The first hypothesis suggests that
females are more aware about their privacy than males and thus they are concerned about
their privacy protection. A body of research revealed that because females need to
socialize and enrich their communication skills, they interact on social media networks
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more than men. The results of cross tabulation and Chi-Square tests indicated that males
tend to have slightly more awareness than females in regards to Google and Facebook
privacy policies. Out of 7 Facebook policies, 3 policies, 1st, 4th and 5th policy, showed
significant difference between gender and awareness variables, P=0.01, 0.00 and 0.00
respectively. However the remaining four statements did not show significance with
gender. On the other hand, the results of Chi-Square test investigating the relationship
between gender and awareness indicated that 6 out of the 7 Google policies showed
significance between gender and awareness variables at the level of ≤0.05. The results
show that the majority of females indicated that they do not know and are not aware of
the listed Google policies, whereas males showed slightly more awareness of Google’s
privacy policies. Although the percentages of both females and males are considered high
with regards to being unaware of Google privacy policies, yet the percentages of
unawareness of males were slightly lower than females. Therefore, the hypothesis
‘Females are more aware of Internet privacy issues than men’ is rejected.
The second hypothesis suggests that females are more concerned about their
privacy than males and thus are concerned about their privacy protection. This hypothesis
was tested on two parts. The first part tested female concerns about online privacy versus
males concerns. The second part of the hypothesis assessed females and males concerns
against the privacy protections tools that each used.
Based on the behavioral perspective, previous research suggested that women
tend to be more concerned about their privacy than men, whether it is offline or online
communication (Hoy & Milne, 2010; Tufekci, 2008). According to Youn (2009), females
are more concerned about their privacy and perceive more risks from information
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revelation than males. Interestingly, males are more willing to provide information on
SNSs and perceive their information disclosure as a benefit to show more of themselves.
The results of this study supported these previous studies as it showed that 69.9% of
females were very concerned about their privacy opposed to 16% of males. The majority
of males 60% indicated that they feel neutral about their online privacy and 24% of males
agreed that they do not care about it opposed to only 1.3% of females who said that they
do not care about their online privacy. Therefore it was clear that females who indicated
that they are they were very concerned about their privacy (n=55, 69.7%, M=2.78) scored
higher percentages and showed more concerned than males (n=4, 16%, M=2.47).The
results also showed significant difference between gender and concern about online
privacy. Therefore, the gender is a significant factor in relation to online privacy concern.
For those women who tend to be aware of online privacy issues, they tend to be
more concerned and may change their privacy settings (Hoy & Milne, 2010), keep
profiles anonymous (Oomen & Leenes, 2008), change profile from public to private
access, keep identity and personal details hidden, use conservative photos which does not
show much of their personal life (Aguiton et al, 2009) in order to get over privacy
challenges and in efforts to keep control over online privacy. To measure the second half
of the hypothesis, respondents were asked to select from online privacy protection tools
the method they most likely use. The choices that were presented to respondents ranged
from simple tools to more advanced ones, for example, fabricating personal information,
keeping name anonymous, using conservative photographs, providing first names only,
keeping a private profile, using fake names, using softwares that protects privacy,
installing firewalls, using data encryption option for email accounts, reading online
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privacy policy carefully, managing and declining cookies. The results of this study
revealed that 59.2% of respondents keep their profile private on SNSs while 26.3% use
conservative photographs to protect their online privacy. All these tools have proven to
be insignificant except for keeping a private profile. About 70.9% of females use the
private profile tool to protect their privacy representing whereas 30.8% of males keep
their profile private. The results were statistically significant.
Finally, the third and last hypothesis of this study suggests that Egyptian Internet
users perceive their names, gender, age, personal address, cell phone number, hobbies
and interests as public information which can be shared on social media sites.
Gross and Acquisiti (2005) revealed that 82% of “active Facebook users” reveal
their personal information such as name, age, gender, telephone numbers, personal
address, spouse or partner’s names, music, religious, and political preferences. Further,
about 82% of undergraduate students were willing to disclose their personal information
on their profile. Tufekci (2008) found that U.S. university students perceive it as
somehow important to show one’s identity because it is one of the important attributes of
getting connected to people on social media platforms. A study on German Internet users
revealed that 83% of users provided information about the state they live in, 53%
indicated their marital status (Pfeil, 2010).
Interestingly, the results of this study revealed that 70.4% of Egyptian Internet
users perceive sharing their first name as public information which they are willing to
share. About 70.4% perceive gender as public information and 63.1% perceive the
language they speak as public information as well. However, respondents listed credit
card information (94.1%), home telephone number (91.1%), mobile telephone numbers
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(85.1), personal videos (78.7%), and addresses (76.8%) as private information which they
are not willing to share with search engines. Detailed statistics are shown in Table (3.15).
Therefore, respondents are willing to share their first name, gender, and languages they
speak and perceive this information as public. However, credit card numbers, personal
address, home and mobile phone numbers are perceived as private information, while age
was perceived as somehow private. Therefore the hypothesis is partially accepted.
According to the CPM theory, it is to be argued that culture may have an impact on the
boundaries set for privacy and the information perceived as private versus public. It is
clear from previous studies that non-Egptian students and active Facebook users agreed
that name, age, gender, telephone numbers, personal address, spouse or partner’s names,
music, religious, and political preferences are perceived to be public information.

Conclusion
This study aimed to assess the level of awareness, attitudes towards, and
perceptions of online privacy policies amongst Egyptian Internet. It also examined to
what extent demographics as in age, gender, and education may affect the level of
Internet users’ awareness, attitudes, and perceptions of online privacy issues. The theory
of Communication Privacy Management (CPM) which postulates that privacy can differ
according to situations, rules, and boundaries set for privacy in relation to gender, culture
and motivations (Petronio, 2000c) was set as the theoretical framework for the study.
The results of the study revealed that there is a general low level of awareness of
online privacy policies and issues, as well as, low levels of readership and content
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awareness of online privacy policies. The low levels of readership and awareness were
due to the length and complexity of the online privacy policies.
The gender and education variables showed important results and further
supported the CPM theory. The study revealed that males tend to have more awareness
than females in regards to Google and Facebook privacy policies.Therefore, the
hypothesis “Females are more aware of Internet privacy issues than men” was rejected.
Although these results were different from previous studies, yet it supported the CPM
theory and confirmed that gender is an important variable to the privacy topic. Although
females were found to be less aware of privacy policies then males, notheless they
showed more concern towards their privacy. Internet users feel more concerned about
their privacy when they feel vulnerable and do not have neither enough control over
their privacy nor the right skills to protect it (Milne, 2009; Mohamed & Ahmed, 2012).
According to Youn (2009), females are more concerned about their privacy and perceive
more risks from information revelation than males. Males are more willing to provide
information on SNSs and perceive their information disclosure as a benefit.
There was also significance between the education variable and the awareness
level of Google updated privacy policy, where results indicated that more education
seems to indicate more awareness. The education variable could therefore be added to
the CPM if further studies are conducted with a more representative sample. On the
other hand, age and experience variables showed significance with online privacy
awareness and concerns. There is significance between age and the awareness of
Facebook privacy policy, however, there is no significance between age and the
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awareness of Google privacy policy. Other results revealed there is no significant impact
of the experience level on Internet users’ concerns about their online privacy.
To conclude, the study revealed that gender and education variables have an
impact on the awareness of and concerns about online privacy issues. Age could have an
impact on Facebook users’ level of awareness. However, experience showed no impact
on users’ level of awarenss about online privacy policies.

Study Limitations
As with other research studies, this study has its own limitations. This research
study cannot be generalized as the sample does not completely represent the Internet
users in Egypt. Also, the sample represented Internet users who mainly reside in Cairo,
the capital city of Egypt. More cities should be explored to include a representative
sample of Egyptian Internet users in Egypt. There is a shortage of research studies on
online privacy issues in Egypt so the researcher had to consult the results and studies
conducted elsewhere and check its applicability on the Egyptian Internet market.
Finally, having the questionnaire in two different languages, English and
Arabic, may sometimes result in inaccurate translation because of the different nature and
structure of the two languages and thus could affect reliability of the study.

Recommendations
A. Recommendations for Search Engines and Social Media Networks


It is recommended that online privacy policies be written in a short and simple
way which could enhance its potential readership.
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It is also recommended to have generic online privacy policies as well as culturetailored online privacy policies. Further research studies is recommended in this
particular area.



Due to the increasing number of youngsters (under 16 years old) who use social
media networks, it is recommended that a special version of privacy policies to be
adopted for younger audiences. Special back up privacy policies should be also
sent to parents by email to request their consent on sharing their children’s
information.

B. Recommendations for Internet Users


Internet users should read the content of the privacy policies carefully and make
sure that they understand them well.

C. Recommendations for Media


Launch awareness media campaigns directed at parents. People whether they are
experienced in using the Internet or not, they could still have their concerns about
their privacy, if they are aware of online privacy issues. This awareness could be
achieved through the mainstream media, family or friends.

D. Recommendations for further Study:


It is recommended to replicate this study with a larger sample size and on a wider
geographical distribution in Egypt.
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A comparative research study is recommended to be conducted to compare
between Internet users’ perceptions, attitudes towards, and awareness of online
privacy policies in different countries in relation to gender, education, and age
variables.



Finally, qualitative research could have further explored the nature of online
privacy in Egypt.
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